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ABSTRACT Adversarial Machine Learning (AML) presents a significant barrier to the large-scale
deployment of Artificial Intelligence (AI) in safety-critical environments. While early research focused
on algorithmic robustness, the field has evolved into a complex intersection of security, assurance, and
policy. This paper presents a comprehensive, multidisciplinary survey of the AML landscape, covering over
250 peer-reviewed contributions. We implement a lifecycle-oriented taxonomy that maps attack vectors and
defense mechanisms to specific stages of the AI pipeline from data collection to deployment, expanding
the traditional Confidentiality, Integrity, and Availability (CIA) triad to include Governance and Regulation.
We identify critical research gaps, including certified robustness for Natural Language Processing (NLP), and
emerging threats in Generative AI. To ground these theoretical insights in practice, we analyze five domain-
specific case studies: Autonomous Vehicles, Medical AI, Financial Systems, Natural Language Processing
(NLP), and the Internet of Things (IoT). Uniquely, this survey bridges the gap between academic literature
and industrial practice by mapping technical AML findings to emerging standards, including the NIST AI
Risk Management Framework (RMF), MITRE ATLAS, and ISO/IEC 42001. We conclude by providing
a roadmap for researchers, practitioners, and regulators to build verifiable, trustworthy, and compliant AI
systems.

INDEX TERMS Adversarial machine learning, AI security, AI assurance, certified robustness, MLSecOps,
security governance, LLM safety, AI risk management, privacy.

I. INTRODUCTION
Advances in modern systems, based on a deep understanding
and utilizing machine learning and data-driven AI, have
enabled new capabilities across a range of applications,
including speech recognition and visual perception (e.g.,
self-driving vehicles and robotics), as well as cybersecurity
functions such as spam filtering and malware detection [1].
However, these systems are susceptible to adversarial
examples, which are inputs with deliberately introduced per-
turbations, many of which may be imperceptible, intended to
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cause the system to produce an erroneous output at test time.
This susceptibility was highlighted in 2014 when Szegedy
et al. [2] demonstrated that several high-performing classifi-
cation systems could be deceived by small perturbations and
subsequently by Goodfellow et al. [3], Nguyen et al. [4], and
Moosavi-Dezfooli et al. [5].
In fact, a substantial body of research on adversarial

attacks and defenses has been conducted since 2014,
primarily in computer vision, e.g., [6], [7], [8], [9], [10],
[11], [12], reviving interest in the broader area of AML,
while also creating a widespread misconception that AML
originated in 2014. Several recent surveys and position
papers appear to accept 2014 as a de facto inception year
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FIGURE 1. High-level consolidation of adversarial vulnerability classes mapped to the machine learning lifecycle.

for AML [13], [14], [15], [16], although AML predates
deep learning and has repeatedly discovered phenomena that
were well-known outside of deep vision. Research on non-
adversarial robustness [17], [18] and domain adaptation [19]
address related but distinct challenges in machine learning.
In particular, non-adversarial robustness and domain adap-
tation focus on generalization under natural distributional
shifts without assuming an explicit adversary. However,
AML is primarily focused on the worst-case or malicious
perturbations from adversaries. Actual robustnesswill require
more than just patching gradients. Consequently, some
researchers argue that improving robustness may require
learning causal or invariant representations that capture
stable relationships across environments [20], [21]. However,
other approaches emphasize alternative strategies, such as
distributionally robust optimization or domain generalization
methods that aim to maintain performance under shifting
conditions without explicitly enforcing causal invariance
[22], [23].

The first works in AML predated the advent of deep
learning. Dalvi et al. [24] studied adversarial manipulation in
spam filtering and demonstrated that even slight modifica-
tions to the content of spam messages could evade linear
classification systems. Subsequently, Lowd and Meek [25]
developed the concept of ‘‘good word’’ attacks, exploiting
access to queries made by statistical filters. In biometrics,
Matsumoto et al. [26] demonstrated that fake fingerprints
could lead to incorrect identification decisions in fin-
gerprint recognition systems. Building on these works,
Barreno et al. [27] developed a framework for classifying
attacks on learning systems into evasion, poisoning, and
other categories, and discussed defense mechanisms from the
perspective of a system.

The maturity of this pre-2014 body of research is evident
in the early community’s activities, including the 2007 NIPS
Workshop on Machine Learning in Adversarial Environ-
ments, where machine learning researchers joined with

researchers from computer security to explore how attackers
could interfere with learning systems. The Machine Learning
journal special issue [28] introduced the core ideas of threat
models, assessing performance under attack, and evaluating
a model’s robustness, which were then formally defined in
papers such as Biggio and Roli’s work [13] and implemented
using benchmarks such as RobustBench [29]. Additionally,
the 2013 Dagstuhl seminar on ML and Security [30], and
the AISec workshop series [31] helped shape the AML
discipline. Together, these groups establish that AML has
been active long before the development of deep learning;
however, it was from 2014 onwards that AML became
recognized across all areas of computing.

To provide a foundation for our review of the AML space,
we establish standard terms and definitions. Threat models
vary in the information available to the adversary, ranging
from full access to model parameters in white-box scenarios
to limited query access in black-box scenarios. Additionally,
threat models can differ by their budgetary limitations (num-
ber of queries and computational resources). Allowed pertur-
bation types can vary significantly across settings, including
small, bounded changes; perceptually aligned modifications;
and physical transformations that are feasible to implement
in real-world settings. We define the term ‘‘adversarial
example’’ to represent any input whose characteristics have
been altered according to some constraints (budget, type of
perturbation) to deceive amodel during testing. In this survey,
we will consider attacks and defenses throughout the life
cycle of development and deployment of a machine learning
model.

In the past ten years, there has been major growth in
the area of AML. Some of the most well-known areas of
advancement are evasion attacks during testing [2], [25],
[32], and poisoning attacks during training [33], [34], [35],
[36]; evaluation frameworks and benchmarks to evaluate
model robustness [12], [29], [37], [38]; and defense against
these types of attacks through adversarial training and
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robust optimization, detecting and rejecting, and certified
robustness [8], [39], [40], [41].

Additionally, we expand the lens of AML beyond vision.
For instance, in NLP, attacks exploit discrete constraints (e.g.,
via paraphrases and edits) to create adversarial examples; in
audio and speech, attacks are performed by adding noise over-
the-air to challenge Automatic Speech Recognition systems;
in reinforcement learning, adversarial observations and
reward poisoning can affect the decision-making of agents.
More recently, the large transformer models being used for
various NLP tasks raise several additional concerns regarding
jailbreaking, prompt injecting, circumventing safety filters,
and data poisoning at pre-training scale. These areas
typically diverge from small-norm-bounded perturbations,
focusing on higher-level content constraints, tool usage, and
interactions. It is essential to perform good evaluations.
To do so, we follow established best practices: utilize strong,
adaptive attacks and specify attack configurations; avoid
gradient masking and apply transformations [10]; report both
standard and robust accuracy under equal budgets; reveal
query/computational budget limits in black-box scenarios;
and, whenever possible, leverage standardized evaluation
suites [12], [29], [38]. Finally, we examine the relationship
between robustness and accuracy, as well as the roles of data,
model size, and architecture.

Our survey presents a comprehensive and historically
contextualized overview of the AMLfield, spanning the early
roots of AML in non-deep models through the current state of
the art in deep learning. In addition to providing a historical
context, we focus on the period 2010-present and examine
the advancements in certified robustness, the theory of
adversarial training, attacks and defenses on large transformer
models, and robustness in interactive and security-critical
systems. Our objective is to connect developments across
different eras and domains and address some ongoing
misconceptions about the evaluation of security and the
reliability of learning systems.

The contributions of this survey are outlined below:
• A comprehensive chronological analysis of adversarial
machine learning spanning 2002 to 2025, tracing the
evolution from early linear classifier exploits to modern
attacks on foundation models and generative AI.

• A lifecycle-centric taxonomy that organizes attacks
and defenses by their injection point in the Continu-
ous Integration and Continuous Development (CI/CD)
pipeline (Data Collection, Training, Evaluation, and
Deployment), providing a practical framework for the
secure development of ML models.

• A cross-domain analysis examining vulnerabilities
across diverse modalities, including computer vision,
NLP, audio, and Internet of Things (IoT), highlighting
transferability of threats across domains.

• A strategic mapping of academic findings to industrial
standards, specifically bridging the gap between techni-
cal research, best practices, and regulatory frameworks

such as MITRE ATLAS, OWASP ML Security Top 10,
NIST AI RMF, the EU AI Act, and ISO/IEC 42001.

The remainder of the paper is organized as follows.
Section II outlines the methodology we used for this survey.
Section III presents a brief background on adversarial
machine learning and its evolution. Section IV presents
a survey of different categories related to adversarial
machine learning. Section V presents a taxonomy of AML
attacks and defenses across the development lifecycle
of ML models. Section VI instantiates AML in high-
stakes domains (autonomous driving, healthcare, finance,
LLM/NLP, IoT/edge) to show that the same threat patterns
recur under different operational constraints. Section VII
consolidates metrics, datasets, and benchmarking practice so
results from other works can be compared fairly. Section VIII
connects these technical results to MITRE ATLAS, NIST
AI RMF, ISO/IEC SC 42, the EU AI Act, and related
industry efforts, clarifying what ‘‘robustness to attacks’’
means in practice. Section IX provides a discussion and
recommendations for various stakeholders and open research
problems for future work on adversarial machine learning.
Section X concludes our work with our findings of the current
research contributions

II. SURVEY METHODOLOGY
Our methodology is a structured survey approach that com-
bines manual curation and a protocol-driven filtering process
to provide a comprehensive and reproducible overview of
AML research over the last two decades. The methodology
described below is composed of several components:

A. SEARCH STRATEGY
We developed a search strategy to identify scientific
literature related to AML threats, defenses, and gover-
nance. Our literature search was conducted across the
scientific databases IEEE Xplore, ACM Digital Library,
SpringerLink, and Google Scholar. The search was restricted
to peer-reviewed sources and published archival sources.
Queries used combinations of Boolean terms: (‘‘adversarial
machine learning’’ OR ‘‘adversarial attack’’ OR ‘‘evasion
attack’’ OR ‘‘poisoning attack’’ OR ‘‘model extraction’’
OR ‘‘membership inference’’ OR ‘‘backdoor attack’’ OR
‘‘certified robustness’’) AND (‘‘defense’’ OR ‘‘mitigation’’
OR ‘‘benchmark’’ OR ‘‘survey’’ OR ‘‘AI security’’ OR
‘‘MLSecOps’’). The coverage window spanned publications
from 2002 to the present, corresponding to the emergence
of modern AML literature. The final search update was
conducted in March, 2026.

B. NUMBER OF SOURCES IN THE CORPUS, REMOVING
DUPLICATES, AND THE FINAL LIST OF REFERENCES
We had an initial number of 437 possible sources after
searching relevant literature. After title-based duplicate
removal, we were able to remove 25 duplicate sources from
our database (412 potential sources) to screen them for
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relevance to our topic. The total number of references in the
final bibliography was 253.

C. INCLUSION CRITERIA
Papers were included in this review based on the following
criteria:

1) They presented novel theoretical or empirical insights;
2) They proposed or analyzed an attack or defense

mechanism;
3) They provided systematic benchmarks, taxonomies,

or real-world case studies; or
4) They addressed assurance, explainability, or certifica-

tion within an adversarial context.
5) They are highly cited articles published in reputable

venues.
6) Preprints are included when they correspond to widely

used datasets, benchmarks, or technical reports.

D. EXCLUSION CRITERIA
Excluded from this review were:

1) Redundant references which were eventually replaced
by peer-reviewed versions;

2) Speculative commentary that was without empirical or
formal support; and

3) Papers that addressed general AI ethics or safety that
did not address adversarial robustness.

E. DATA EXTRACTION AND CATEGORIZATION
Each paper selected for inclusion was coded with metadata
that included information about:

• Threat Model (white-box, black-box, transfer);
• Attack/Defense Type (e.g., PGD, certified defense,
DP-based);

• Modality;
• Evaluation Metric (e.g., ASR, accuracy under perturba-
tion); and

• Whether Detection-Aware Evaluation was Considered.

If possible, the authors attempted to normalize the attack
budget and the type of evaluation metric utilized to enable
comparison of the results across papers.

F. COMPARATIVE TABLES AND TAXONOMIES
All of the comparative tables were manually curated using
the coded metadata. Footnotes were added to comparative
tables when the evaluation metrics were different (e.g., ASR
vs. ASRD). The authors annotated outliers and non-standard
settings (e.g., gradient-free attacks with unlimited queries) to
prevent misinterpretation.

G. LIMITATIONS
Although the main objective of our survey was to gather
literature on AML across tasks and modalities, it should
be noted that our taxonomy has been largely shaped by
high-AML-research-activity areas, i.e., image classification

and NLP. For example, future work may develop a publicly
accessible database or live benchmark of additional metadata.

III. BACKGROUND
A. MACHINE LEARNING FUNDAMENTALS
In today’s data-driven world, machine learning (ML) is a
foundational element of almost all fields, including finance,
healthcare, and security. Machine learning enables systems to
learn from experience and develop intelligence without direct
programming, thereby facilitating intelligent automation and
informed decision-making. Figure 1 shows the end-to-end
development and deployment of an ML model.

The development of ML-based systems has followed
several established principles and practices as defined by
the ISO/IEC standardization body [42], [43], [44], [45],
[46], [47], which includes ensuring the reliability, safety, and
compatibility of ML-based system components.

Recent conversations have also focused on the DevSecM-
LOps paradigm [48], which integrates security and
compliance into an ML developer’s overall development
cycle; visualization tools and dashboards have helped
increase model transparency, particularly in high-risk
applications [49].

Future-oriented research efforts will continue to focus
on developing robust frameworks for ML-based systems
that support current national innovation objectives, data
governance, and ethics of AI; these developments reflect a
shift from a strictly technical approach to a broader social,
institutional, and regulatory approach [31].

B. EVOLUTION OF ADVERSARIAL MACHINE LEARNING
In this section, we will present the evolution of AML
over the past 20 years. Figure 2 provides the chronological
developments in AML across various periods.

The early foundations were laid in the mid 2000s when
the first studies on the security of machine learning emerged.
Dalvi et al. [24], and Lowd and Meek [50] proved that spam
filters can be evaded with maliciously manipulated inputs.
They are the first to introduce the concept of adversarial
manipulation to traditional machine learning models based
on linear classifiers. Finally, Biggio et al. [32] formalized
adversarial machine learning as a scientific discipline. They
have defined a structured threat model that distinguishes
between evasion and poisoning attacks during the testing and
training phases, respectively.

For the first time, the deep learning vulnerability was
demonstrated by Szegedy et al. [2]. They proved that imper-
ceptible perturbations generated with L-BFGS can mislead
the best neural network architectures currently available.
Then, Goodfellow et al. [3] proposed the Fast Gradient Sign
Method (FGSM) and pointed out that neural networks have a
linear nature that is responsible for their fragility. At the same
time, Biggio et al. [37] presented one of the first taxonomies
of attacks and countermeasures.
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FIGURE 2. AML evolution.

As a consequence of these pioneering works, several coun-
termeasures emerged during this period, such as adversarial
training [3] and defensive distillation [51].
In subsequent years, new and stronger attacks emerged.

Carlini and Wagner [9] developed powerful attacks based
on optimization techniques. Madry et al. [8] proposed Pro-
jected Gradient Descent (PGD) and set up a reference
point for first-order attackers. Brown et al. [52] extended
the concept of adversarial examples to the physical world,
introducing adversarial patches. Moreover, several authors
have explored the application of AML to modalities beyond
visual, such as audio [53], text [54], [55], and 3D/physical-
world attacks [56]. In addition, defense mechanisms have
evolved significantly, particularly in certified robustness
approaches [39], [57] and improved variants of adversarial
training. Finally, Athalye et al. [10] investigated the limits of
obfuscation techniques to defend against AML attacks.

By the end of the last decade, the research commu-
nity began developing systematic reviews and taxonomies
to organize the growing body of knowledge in AML.
For instance, Papernot et al. [58] and Pitropokis et al. [14]
produced comprehensive reviews of attacks and counter-
measures, while Zhang et al. [59] analyzed the relationship
between accuracy and robustness. In addition, the research
expanded to areas such as reinforcement learning [60],
graph neural networks [61], and federated learning [62].
The RobustBench [29] initiative represented a milestone
towards standardizing the evaluations of AML attacks and
countermeasures.

Recently, due to the success of foundation models and
large language models (LLMs), the attacks against AML
have been moved from low-level manipulation of input data
(perturbation) to high-level manipulation of input data, such
as prompt injection, jailbreaks, and backdoored pre-trained
checkpoints [63]. Consequently, the number of potential
attack surfaces has increased dramatically, including model
extraction, sleeper agents, and prefix leakage in LLMs.
National and international institutions have also formalized

the taxonomy of AML attacks and countermeasures, e.g.,
NIST’s AI RMF [64] clearly distinguishes between threats to
Predictive AI (PredAI) and threats to Generative AI (GenAI).
Currently, AML is widely recognized as a fundamental
component of the AI safety and assurance landscape, with
implications for critical infrastructure, disinformation, and
public confidence in AI systems.

C. DISTINCTIONS BETWEEN ROBUSTNESS, SAFETY, AND
GOVERNANCE
Robustness, safety, and governance are three distinct but
hierarchical levels of protection for AML (see Figure 3).
In the context of AML, robustness is a model-level attribute
that describes the ability to maintain correct outputs even
under input perturbations introduced by an adversary with
malicious intent, within a defined threat model. Robustness
to natural distribution shifts arising from the data-generating
process (e.g., domain shift or noise) is considered out
of scope. Adversarial robustness can be measured using
metrics such as robust accuracy or formal certification
guarantees [29], [40]. Safety, on the other hand, is a system-
level attribute that is concerned with preventing adverse
outcomes from occurring during the deployment of the
system; utilizing alignment techniques such as RLHF [65]
and runtime guardrails, safety provides assurance that the
system will act in a manner consistent with being safe
even though the underlying model may remain vulnerable
to certain types of perturbations. The highest level of
protection for AML systems is provided by governance
which is an organizational attribute comprised of the
regulatory frameworks and standards that provide no direct
technical assurances of robustness and safety, but require the
administrative validation and enforcement of robustness and
safety attributes throughout the development lifecycle.

IV. RELATED WORK
AML has been analyzed from multiple perspectives. We will
divide previous works into three categories that include
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FIGURE 3. Hierarchical relationship between robustness (model-level),
safety (system-level), and governance (organizational-level).

fundamental reviews, attack/defense taxonomy reviews,
domain-specific reviews, and a final review in comparison to
our review.

A. FOUNDATIONAL AML REVIEWS
Barreno et al. [27] established an initial framework for
studying the security of ML systems, and proposed a
taxonomy of attacks on ML systems, and examined possible
defenses and challenges. Laskov and Lippman [28] studied
the emerging field of adversarial learning, developing
classifications of attacks in adversarial environments and
stressing the importance of developing strategies to create
classifiers resistant to manipulations of malicious data.
Huang et al. [66] were among the first to formally define
‘‘Adversarial Machine Learning’’ as a field, defining types
of threats, and identifying some of the earliest defensive
methods to encourage systematic study of attacks on learning
algorithms. Biggio and Roli [13] conducted a comprehensive
review of AML over the past decade, examining evolving
forms of attacks and threat models from before the advent of
deep learning to the advent of deep learning, and highlighting
pitfalls of AML evaluation, misunderstandings, and future
research areas toward creating more secure ML models.
A summary of the fundamental AML reviews is shown in
Table 1.

B. AML ATTACK AND DEFENSE TAXONOMY SURVEYS
As Akhtar and Mian [16] provided an early survey focused
on the threats caused by adversarial attacks to deep learning-
based computer vision and the many ways to develop these
attacks and defend against them, Yuan et al. [15] surveyed
the generation of adversarial examples and the defenses
to counter them in deep neural networks and developed
a taxonomy of attack types and defenses and explored
challenges to creating robust deep learning solutions, while
Pitropakis et al. [14] introduced a taxonomy of adversarial
attacks on machine learning systems and organized these
attacks based on the primary characteristics of attacks (e.g.,
when the attack occurs and what the attacker knows about the
system), with the intent of organizing the terminology used

to describe attacks across multiple disciplines and identifying
areas that require additional research (specifically, the authors
focus on attacks and leave defenses as future research); A
summary of the AML reviews of attacks and defenses is
shown in Table 2.

C. DOMAIN-SPECIFIC AML SURVEYS
Ilahi et al. [67] conducted a systematic review of the
threats to deep reinforcement learning (DRL) systems in
cyber-physical domains, including smart grids, autonomous
driving, and traffic control. The authors identified and
described various vulnerabilities in DRL systems that can be
exploited by adversaries, and they compared and summarized
the most effective defenses to prevent these types of attacks,
and also identified the open challenges to protect the
real-world DRL applications. Deng et al. [68] studied the
security of autonomous and agentic AI systems, which
operate in highly dynamic and complex environments.
The authors identified the main security threats, including
unpredictable multi-step inputs, complex internal decision-
making processes, and varying operating environments, and
proposed directions for future research to secure these
types of systems. Liu et al. [69] conducted a systematic
review of the emerging ‘‘jailbreak’’ attacks on large-scale
generative models, including multimodal and conversational
AI systems. The authors cataloged how adversaries bypass
the built-in safety constraints of these systems and summa-
rized defense mechanisms, identifying the distinct security
challenges posed by generative AI systems and the need for
novel safeguards in this context. A summary of the domain-
specific AML surveys is shown in Table 3.

D. COMPARISON: THIS SURVEY VERSUS PRIOR WORKS
Table 4 provides a comparison of this work to prior research
on adversarial machine learning (AML). As described
above, prior work has been limited to specific aspects of
AML. For example, Biggio and Roli [13], Yuan et al. [15],
and Pitropakis et al. [14] examined evasion and poisoning
attacks during the training and test phases of the machine
learning lifecycle, primarily from a model-centric viewpoint.
Although Yuan et al. [15], and Pitropakis et al. [14] have
established taxonomies of adversarial examples and attack
characteristics for predictive models (i.e., classifiers), these
works also did not examine generative AI systems, Agentic
workflows, or regulatory and assurance requirements.

Biggio and Roli [13] were among the first to investigate
evasion and poisoning attacks at both the training and
test phases of the machine learning lifecycle. They offered
a model-centric view of machine learning, but did not
address upstream data risks, downstream deployment threats,
or organizational governance. Similarly, Yuan et al. [15],
and Pitropakis et al. [14] have focused on predictive models
(i.e., classifiers) and developed taxonomies of adversar-
ial examples and attack characteristics; however, neither
Yuan et al. [15] nor Pitropakis et al. [14] have addressed the
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TABLE 1. Fundamental AML reviews.

TABLE 2. AML review of attacks and defenses.

TABLE 3. Domain-specific AML surveys.

use of generative AI systems, Agentic workflows, or regula-
tory and assurance requirements.

Recently, Patel et al. [70] built upon prior efforts by
mapping adversarial attacks to the MLOps (DevSecOps)
pipeline and developing an engineering-oriented view of
secure machine learning operations. However, the authors’
analysis is mostly restricted to traditional predictive models
and engineering controls. Specifically, Patel et al. [70] do
not consider (i) threats to generative and foundation models
(e.g., jailbreaks, RAG poisoning, indirect prompt injection);
(ii) Agentic AI systems that perform multi-step planning and
tool invocation; (iii) the computational and operational over-
head of defensivemechanisms under industrial constraints; or
(iv) the regulatory compliance and post-market obligations
that arise from the failure to comply with regulations.

Therefore, Patel et al. [70] definition of ‘‘defense’’ is mainly
technical and implementation-centric.

Instead, this survey employs an AI assurance perspective
that encompasses predictive, generative, and agentic AI
threats throughout the entirety of the ML lifecycle while
directly relating technical defensive mechanisms to organiza-
tional governance and regulatory standards. The survey maps
attacks and mitigation measures to frameworks such as NIST
AI RMF, MITRE ATLAS, ISO/IEC 42001, and the EU AI
Act. This alignment of perspectives will shift the conversation
from how to merely patch models to how to develop and
deploy trustworthy and compliant AI systems within real-
world settings.

Table 4 provides a summary of the differences among the
surveyed works.
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TABLE 4. Comparison: this survey vs. prior works.

V. ADVERSARIAL MACHINE LEARNING ACROSS THE
MODEL LIFECYCLE
AML has traditionally been treated as a ‘‘loose’’ collection
of techniques, e.g., adversarial examples, data poisoning,
and model extraction. As such, the current view of AML
is incomplete. Modern ML systems are long-lived pipelines
with feedback loops, fine-tuning cycles, telemetry ingestions,
deployment governance, and API exposures. Therefore,
attacks occur at every point throughout the pipeline lifecycle,
and defenses need to counter those attacks at all points in the
pipeline lifecycle.

In this section, we will organize ML adversarial threats
and their defenses, stage by stage, along the ML lifecycle.
Figure 4 presents a high-level classification of attacks and
defenses along the ML lifecycle. Organizing attacks and
defenses by lifecycle stage reveals security gaps at each phase
and highlights the need for end-to-end robustness throughout
model development

1) Data Collection & Preparation
2) Model Training
3) Model Testing & Evaluation
4) Model Deployment & Monitoring

At each stage we will describe (i) the primary attack
surfaces, (ii) the characteristic techniques used by the
adversary, and (iii) the defensive strategy families available
for addressing those threats.

A. STAGE 1: DATA COLLECTION & PREPARATION
1) ATTACKS
During data collection and preparation, adversaries get their
first chance to carry out a myriad of attacks as seen in
Figure 5. Adversaries may poison the data source or corrupt
the integrity of training samples to create models that behave
in biased, degraded, or covert ways. There are two primary
forms of threats at this stage: data poisoning and data
injection or corruption.

a: DATA POISONING
Data poisoning involves deliberately corrupting the training
dataset or adding malicious samples to the training set so

that the learned model will express the adversary’s desired
behavior during the evaluation or deployment stage.
Indiscriminate poisoning is designed to generally decrease

model performance and learning stability. Biggio et al. [33]
demonstrated that small changes to the training data
significantly decreased classifier accuracy and prevented
service by reducing decision boundary reliability. Laskov
and Lippmann [28] demonstrated that such perturbations
decreasedmodel availability and reliability by inducing insta-
bility in model convergence. Bhagoji et al. [71] demonstrated
that, using gradient-based optimization, small but structured
corruptions of the data can result in catastrophic performance
degradation in deep systems.
Targeted or clean-label poisoning involves introducing

malicious samples into the training set that appear either
visually or semantically plausible to induce the model to
behave as the adversary desires. Shafahi et al. [35] proposed
clean-label poisoning, where correctly-labeled data induces
targeted misclassifications. Huang et al. [36] generalized this
concept usingMetaPoison to develop attacks against multiple
architectures. Aghakhani et al. [72], Kasichainula et al. [73],
and Jagielski et al. [74] demonstrated that even high-
trustworthiness data sets can be contaminatedwith significant
systematic integrity failures.
Backdoor or Trojan poisoning embeds hidden behaviors

within the model that activate upon the detection of a specific
trigger pattern. Bagdasaryan et al. [62] and Saha et al. [75]
demonstrated that very small, nearly invisible trigger patterns
could completely override the prediction made by the model.
Xie et al. [76], Nguyen and Tran [77], and Zheng et al. [78]
later developed stealthy and distributed backdoors that prop-
agate in federated and compressed settings. Han et al. [79]
analyzed how backdoors could be introduced intomultimodal
learning platforms that integrate vision and language. They
proposed a cross-modal consistency attack that included
poisoned training data to make sure the backdoor would
only trigger under certain feature combinations from both of
the different modalities. Although they were able to achieve
very high attack success rates using very low amounts of
poisoned training data, the method has two limitations. First,
the alignment of triggers can become too complex for various
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FIGURE 4. Adversarial machine learning taxonomy across the ML lifecycle. Evasion and jailbreak attacks appear in both Stage 3 and Stage 4 with
context-specific qualifiers: Stage 3 addresses them under controlled, white-/semi-white-box assessment conditions, while Stage 4 addresses their
black-box, rate-limited exploitation in production. Dashed arrows indicate that attacks characterized during evaluation are exploited at
deployment, and defenses validated during testing are operationalized in production.

datasets. Second, there exists an open challenge as to how
defense mechanisms can be developed for detecting cross-
modal subtle adversarial patterns.

b: DATA INJECTION AND CORRUPTION
Modern ML systems continually retrain or fine-tune on
evolving data sources (logs, telemetry, feedback, and feder-
ated client updates), providing additional opportunities for
the continued corruption of the data.

Behzadan andMunir [60] demonstrated that reinforcement
learning agents could be steered through the manipu-
lation of feedback loops. Melis et al. [80] identified the
inherent vulnerabilities of federated learning due to mali-
cious clients injecting poisoned updates. Fang et al. [81]
and Bhagoji et al. [71] further demonstrated how adversarial
participants could manipulate the aggregation rounds of
federated learning and ultimately shift the overall behavior
of the model. These attacks alter the statistical representation
of the world the system is trained on, thereby compromising
the system’s integrity and operational safety.

2) DEFENSES
Defensive methods implemented at the data stage primarily
aim to detect and prevent the use of untrusted data and
minimize the impact ofmalicious data contributions onmodel
performance.
Data sanitization and outlier detection methods attempt

to identify and filter out poisoned samples before model
training. Tran et al. [82] used Spectral Signatures to demon-
strate that backdoor triggers create a unique signature in
the covariance matrix of feature representations; there-
fore, by examining the top singular values, defenders can
identify and isolate the poisoned samples from the clean

data. Gao et al. [84] introduced STRIP (Strong Intentional
Perturbation), which detects backdoors by superimposing
different clean images on each other over the suspect
image. The poisoned images will always have low entropy
(constant prediction), regardless of howmany images they are
superimposed with, while clean images will always have high
entropy (highly variable prediction). Despite its effectiveness,
STRIP can be less reliable when attackers design triggers
that mimic clean data distributions. For the decentralized
area, Nguyen et al. [85] applied this concept to Federated
Learning, by establishing frameworks such as FLAME that
uses clustering and adaptive clipping on client model update
(gradients) instead of the raw data, and therefore filter out
the malicious contributions made by compromised edge
devices before aggregation although it may be vulnerable to
sophisticated model poisoning attacks that evade gradient-
based detection.
Privacy-aware data curation limits the potential for future

information leakage during model training. Papernot et al.
[58] established the PATE (Private Aggregation of Teacher
Ensembles) framework, where multiple teacher models were
trained on different portions of the sensitive data, and then
a single student model was trained on the noisy, aggregated
vote of the teacher models. This decoupling ensures that
the final model provides the strongest possible differential
privacy (DP) guarantees, preventing the student model from
memorizing individual training examples. Lecuyer et al. [90]
provided the first method that relates privacy to robustness,
through injecting noise into either the input layer or the latent
layer of a neural network to establish a certified robustness
bound. This approach guarantees that the model’s output
remains stable (and thus privacy-preserving) even when the
input data undergoes small perturbations.
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FIGURE 5. Stage 1 - data collection & preparation: attacks and defenses taxonomy.

3) SUMMARY OF FINDINGS FROM V-A
• Poisoning is a fundamental attack that can compromise
the model’s integrity before training. Indiscriminate
corruption can severely impact learning stability, while
stealthy and targeted manipulation of model behavior is
possible.

• Backdoors continue to be one of the most difficult-
to-detect attack forms, since they are embedded in
latent malicious functionality that can be activated after
deployment with minimal detectability.

• Telemetry and federated data streams extend the attack
surface, enabling persistent low-profile manipulation of
themodel over time in continuous learning or distributed
environments.

• Defensive approaches rely more heavily on ‘‘trust
aware’’ learning in order to use data cleaning, outlier
detection, and robust aggregation to reduce the impact
of adversarial examples in large-scale systems.

• Privacy-preserving data collection creates a governance
layer, enhancing the confidentiality of the data and
decreasing the risk of future model inversion or mem-
bership inference attacks.

B. STAGE 2: MODEL TRAINING
The second phase, which is also the most critical, occurs
during model training. It includes two types of threats: (i)
attacks on the model while it is being trained, by modifying
the learned parameters; (ii) attacks on the training process
itself, to obtain sensitive information about the model as
outlined in Figure 6. This makes the training process a double
risk: the attacker can both insert malicious features into the
model and steal sensitive data about the model’s training
process.

1) ATTACKS
a: MODEL TAMPERING AND SUPPLY CHAIN BACKDOORS
An attacker who can interfere with the optimization, fine-
tuning, ormodel’s supply chain can insert malicious functions
into the model’s learned parameters.
Trigger backdoors. Liu et al. [91] first demonstrated that

‘‘Trojaning attacks’’ are possible, i.e., one can retrain a
neural network to behave incorrectly when given a specific
input (trigger), while maintaining good performance on
clean inputs. Standard accuracy metrics will not detect
such breaches due to the dual behavior. Furthermore,
Hammoud et al. [98] present a new type of backdoor attack
for video action recognition (VARS) that uses both visual
and auditory channels. A VARS backdoor attack has two
components. It creates synchronized triggers in both channels
during the model’s learning process; it also causes the model
to misclassify an action only if both triggers appear during
testing. In particular, one of its main limitations is the
need for precise timing synchronization between modalities.
Moreover, this paper identifies defense against multimodal
attacks as an important open problem, since most anomaly
detection techniques can detect attacks in only one modality
at a time.
Stealthy backdoors. Early backdoor attacks used static,

visible, and obvious triggers that could be detected by humans
or via outlier analysis. Saha et al. [75] have generalized
this idea to ‘‘stealthy hidden triggers’’, which remain invis-
ible after pruning and compression. Aghakhani et al. [72],
Zheng et al. [78] demonstrated that backdoors can survive
rigorous pruning, quantization, and fine-tuning. Therefore,
a model can be compromised during pre-training and remain
vulnerable to the same attack even after being adapted by
a secure developer for a different task, thereby creating a
significant risk of a supply chain breach.

VOLUME 14, 2026 69787



B. Tekeste et al.: AML: A 20-Year Survey of Attacks, Defenses, and Standards

FIGURE 6. Stage 2 - model training: attacks and defenses taxonomy.

Malicious fine-tuning and corrupt checkpoints. The threat
surface increases significantly in distributed and generative
environments. Nguyen and Tran [77] and Xie et al. [76] have
proposed new backdoor architectures and distributed poison-
ing techniques for federated learning, in which malicious
clients send their local models to the server, which aggregates
them into a final global model, and the backdoors remain
undetected. Additionally, the advent of foundation models
provides new avenues for tampering; Bagdasaryan et al. [62]
and Kasichainula et al. [73] demonstrated that malicious
fine-tuning can remove safety alignment from Large Lan-
guage Models (LLMs) while preserving their general utility.

b: POISONED OR BYZANTINE GRADIENT UPDATES IN
FEDERATED/COLLABORATIVE LEARNING.
In federated and collaborative learning, there are additional
problems due to the fact that model parameters are combined
among many clients. Melis et al. [80] have shown that a
malicious client can submit poisoned gradients to affect the
shared model, while Fang et al. [81] and Bhagoji et al. [71]
have studied the impact of small manipulations of gradients in
order to create a biased or degraded global model. Aghakhani
et al. [72] and Xie et al. [76] have described the same type
of threat in a federated backdoor context, i.e., the possibility
of manipulating the space of model parameters to produce a
phenomenon similar to classical data poisoning. In this case,
the integrity of the global model is compromised, and the
reliability of the decentralized training process is called into
question.

Gradient leakage/training data reconstruction. In addition
tomanipulating themodel, the adversary can exfiltrate private
data from the training dynamics. Chen et al. [92] have
proposed GAN-Leaks, which demonstrates how a malicious
client in a federated learning setting can reconstruct a
sensitive image from the shared gradients. However, the
majority of these types of attacks are based on strong assump-
tions regarding the attackers’ ability to obtain gradients
of the model, the model’s architecture, and the training
configuration. These assumptions may not be valid in most
real-world applications. The adversaries’ ability to effectively
exploit these attacks can be diminished through the use
of defenses such as; Gradient Clipping, Noise Injection,
and Secure Aggregation. There is an open challenge in
understanding the scalability of this type of attack to large
models and heterogeneous datasets.

2) DEFENSES
The defense mechanisms applied during the training phase
address both integrity and confidentiality concerns using
complementary techniques.
Adversarial training and robust optimization expose the

model to adversarial perturbations during training in order to
increase the model’s robustness. Madry et al. [8] formalized
this approach with Projected Gradient Descent (PGD)-based
inner maximization, and Tramèr et al. [93] generalized it
using ensemble adversarial training. Gowal et al. [41], Liu
and Lai [94], and Sen [95] have improved the efficiency
of training and the generalization of robustness, showing
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that robust optimization can provide protection against both
test-time evasion and some forms of poisoning. However,
Bondok et al. [99] examine the vulnerabilities of Adversarial
Training (AT) in Federated Learning in order to protect
Smart Grids. The researchers argue that while AT is an
acceptable defense against sophisticated, domain-specific
evasion attacks in time series prediction, AT does not always
generalize well to new evasion attacks; they present an
alternative evasion strategy to create perturbations based on
the non-IID (Independent and Identically Distributed) of
power consumption data to hardenmodels that can be evaded.
The attack creates statistically acceptable perturbations that
cause the global server to produce a large forecasting error.
Their research illustrates the major flaw in the existing
defenses: the robust training methods developed for static
image data sets are not inherently secure for the temporal,
high-risk infrastructure of smart grids.
Robust and trust-weighted aggregation has the objective

of protecting the integrity of federated learning updates
in Byzantine environments. In order to reduce the impact
of malicious gradients on federated learning updates in a
Byzantine environment, several aggregation methods have
been proposed: e.g., Krum [88], Trimmed Mean [87],
FLTrust [86]. These aggregation methods are being improved
upon with the use of dynamic weighting (adaptive) mech-
anisms [85], [89], [100] that can adjust their weights based
on the behavior of each participant and dynamically penalize
updates from participants who are outliers so that the quality
of the global model remains within an acceptable range
even when attacked. Gad et al. [101] focus on the ‘‘Privacy-
Utility-Efficiency’’ dilemma for bandwidth-constrained IoT
networks. The authors present a joint framework using Joint
Knowledge Distillation (JKD) and Differential Privacy (DP)
to create an efficient learning protocol that also provides
secure communication. Unlike sending high-dimensional
model weights, which consume bandwidth and leak client
information, clients send their distilled knowledge to a
central teacher model. In addition to reducing the bandwidth
consumed by the communications layer via JKD, using DP
noise when creating distilled knowledge prevents an attacker
from reverse-engineering sensitive client data. Therefore, the
combination of these two techniques significantly reduces
the bandwidth used by the communications layer while still
meeting the privacy budget constraint (ϵ).
Certified and provable robustness establishes formal secu-

rity guarantees. Hein and Andriushchenko [57], Steinhardt
et al. [34], Wong and Kolter [39], and Lecuyer et al.
[90] have developed mathematical frameworks to quantify
upper bounds on worst-case perturbations. In contrast,
Cohen et al. [40], Wang et al. [96], and Zhang et al. [97]
have generalized randomized smoothing and established
provable robustness certificates. These methods provide
measurable evidence of the integrity and confidentiality of
deployed systems, establishing reliable guarantees of their
trustworthiness.

3) SUMMARY OF FINDINGS FROM V-B
• Training is a significant point of vulnerability regarding
the integrity of the model: the manipulation of the
parameters of a model during its training (via backdoor,
supply chain contamination, or poisoned gradients) can
definitively modify the behavior of the model covertly.

• Federated learning amplifies the range of possible
attacks: a malicious actor in a federated learning
environment can generate a global model. This is
biased toward his/her interests by submitting poisoned
gradients that will be processed by all other actors.

• Gradient leakage represents a previously unknown form
of confidentiality breach: even if an adversary does
not have direct access to the data used to train a
model, he/she can nevertheless recover sensitive training
samples from the gradients shared by the actors.

• Exposure to adversarial perturbations during training
increases resistance: by exposing a model to adversarial
perturbations during its training, we increase its resis-
tance to evasion attacks at testing time and to poisoning
attacks.

• Robust aggregation is proven and trust-based methods
increase confidence: certified robustness and trust-
weighted aggregation allow us to establish quantitative
measures of integrity that can be used to guarantee the
correctness of our learning processes formally.

C. STAGE 3: MODEL EVALUATION / TESTING
After a model is trained, it must undergo systematic eval-
uation, auditing, and testing prior to deployment. Although
the goal of this evaluation phase is to increase confidence
and trust in the performance of the model, evaluation itself
is yet another adversary interface for launching various
attacks. In particular, while defenders use the evaluation
phase to assess and strengthen the robustness of their
models, adversaries use the evaluation phase as a means
to test, optimize, and refine their own attacks. Therefore,
evaluation serves two purposes: it acts as a diagnostic
tool for identifying and characterizing vulnerabilities and
as a rehearsal arena for developing and optimizing attacks.
Figure 7 outlines the attacks and defenses pertinent to this
stage.

1) ATTACKS
a: EVASION ATTACKS
Evasion is the most common type of adversarial attack. The
attacker generates test-time input data that induces incorrect
predictions by the model without visibly modifying the input
data.
White-box evasion provides the attacker with complete

knowledge of the model’s architecture and gradients. Good-
fellow et al. [3] first showed that deep neural networks
are vulnerable to small, imperceptible changes in the
input data through the fast gradient sign method (FGSM).
Kurakin et al. [7] generalized FGSM to multiple iterations
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FIGURE 7. Stage 3 – model evaluation & Testing: Attacks and defenses taxonomy. Evasion attacks are presented here under controlled, white-box
assessment conditions; black-box evasion under operational constraints is covered in Stage 4 (Figure 8).

of attacks. Carlini and Wagner [9] developed optimization-
based methods to generate adversarial examples that were
indistinguishable from the original example. Chen et al.
[107], Liu et al. [105], and Sen et al. [95] further developed
these ideas using elastic-net regularization, transferable
attacks, and enhanced gradient methods. Athalye et al.
[10] showed that some defenses (which rely on gradient
masking) are actually ineffective. Croce and Hein [111] and
Chakrabarty [112] then developed and improved minimal-
perturbation attacks. Collectively, the results demonstrate
that the decision boundary of a model is highly susceptible
to adversarial perturbations, thereby posing a significant
integrity risk to the model.
Jailbreak and safety-bypass attacks extend evasion attacks

to generative and languagemodels. Initial studies showed that
through prompt injection (a process of manually inputting
a specific phrase) and persona manipulation (manipulating
the ‘‘personality’’ of the model), an attacker was able to
circumvent the model’s internal ‘‘safety’’ filters and generate
adversarial inputs [114]. The attacker’s method of generating
adversarial examples changed as the defensive capabilities
of LLMs improved; this transitioned from using manual
processes to using automated optimization methods to create
adversarial examples [152], [153]. A study by Kumar [115]
both indicated that various types of gradient-based and

evolutionary algorithms can effectively and systematically
optimize for the maximum reward from a model to generate
highly complex and sophisticated adversarial suffixes. There
is also an emerging risk associated with agentic systems,
which have been explored by Zhang et al. [119], and Sheth
et al. [154]; they both illustrated that an attacker can use a
variety of techniques to alter the behavior of an autonomous
agent so that it does not comply with the policy of the
system. Yang et al. [155] developed an automated approach
called SneakyPrompt, to find and exploit vulnerabilities in
generative text-to-image (T2I) models through using rein-
forcement learning. In their view, jailbreaking the T2I model
is a discrete optimization problem where they iteratively
modified banned prompts to identify ‘‘sneaky’’ tokens which
have the same semantic value as the original prompt but do
not trigger false positives by appearing harmless when input
into a classifier based on the text. Since they were targeting
the latent space of text encoder models like CLIP [156],
they showed how successful they could be against both
open-source models (Stable Diffusion), and closed-source
systems (DALL·E 2). Even though they were able to achieve
great success with finding keyword-based filtering methods,
however, they identified significant limitations of the method
to detect multi-modal, image-based safety mechanisms; and
its low query efficiency.
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Physical, sensor, and environmental attacks move the
adversarial perturbations into the physical world. Sharif et al.
[120] first demonstrated that accessories could be used to
generate adversarial perturbations in face recognition. Brown
et al. [52] demonstrated that printouts of adversarial patches
could be created for image classification. Eykholt et al. [56]
showed that stop signs could be made physically invisible
to an autonomous vehicle’s cameras. Since then, additional
works have systematically demonstrated that adversaries can
exploit a diverse array of hardware ranging frommicrophones
via hidden audio commands to LiDAR and 3D perception
systems via adversarial meshes and optical projections,
proving that the physical environment itself serves as a highly
viable, multi-sensory vector for model exploitation [53],
[126], [128], [129], [130], [131], [132].
Robustness Benchmarking and Red Teaming. The eval-

uation phase has moved beyond simply being a means of
passively testing models to actively probing them using
adversarial methods. Biggio and Roli [13], [37] and Akhtar
and Mian [16] started the trend toward systematic bench-
marking of model robustness in adversarial environments.
Dong et al. [136], Croce and Hein [12], [29], and Awadid
and Robert [137] provided a framework for creating large-
scale robustness benchmarks and reproducible pipelines
for evaluating robustness. Marulli et al. [138], Ishii et al.
[140], and Goyal et al. [141] broadened this effort into
formal taxonomies and methodologies for evaluating robust-
ness. Recent meta-surveys [64], [142], [144] integrated the
individual parts of the robustness evaluation process into
cohesive frameworks and linked technical evaluations to
policy-focused evaluations.

As a result, the adversarial red teaming process has
transitioned from a solely defensive necessity to an assurance
mechanism: it connects technical evaluation to accountability
and, in doing so, has positioned evaluation as a core
component of AI safety.

2) DEFENSES
Defenses in the evaluation/testing phase focus on reducing
the damage caused by adversarial attacks after a model has
been deployed for inference.
Transformation and purification techniques pre-process

incoming data to remove possible adversarial perturbations.
Guo et al. [147] proposed discrete transformations (e.g., bit-
depth reduction and JP compression) and randomizations
(e.g., random resizing and padding), creating a stochastic
target to prevent attackers from fixing pixel coordinates.
Xie et al. [11] employed generative models to reconstruct
input data, projecting it onto the clean data manifold for input
reconstruction. Such methods examined image denoising,
compression, and projection as ways to reduce the sensitivity
of models to adversarial attacks. However, Athalye et al. [10]
demonstrated that all three techniques relied on gradient
masking (gradient obfuscation) to prevent attackers from
locating vulnerabilities, but allowed adaptive attackers to

bypass these defenses using BPDA (Backward Pass Differ-
entiable Approximation). Although modern diffusion-based
purifiers such as DiffPure [157] and ADBM [158] have
addressed this issue by enforcing strict manifold projection,
they have introduced a new trade-off by increasing inference
latency by orders of magnitude.
Randomization and Stochastic Shielding add random

elements to the inference process to prevent deterministic
exploitation. Pinto et al. [148] introduced Robust Adversarial
Reinforcement Learning (RARL), which jointly trains a
protagonist agent against a destabilizing adversary that
applies random forces to the system dynamics, thereby
forcing the policy to learn stability under diverse perturba-
tions. Complementing this, Gowal et al. [41] demonstrated
that training with generated data, even simple Gaussian-
sampled inputs, can significantly improve robustness against
norm-bounded attacks by artificially expanding the training
distribution and reducing the robust-accuracy gap.
Adversarial and Backdoor Detection Systems focus on

the real-time detection of malicious inputs. The early
work established the basic principles for detection using
statistical anomaly-detection techniques: [149] and [150]
used reconstruction error generated by an autoencoder to
detect anomalous inputs (i.e., inputs that do not reside
within the manifold of clean inputs) while [82] used spectral
signatures (i.e., clusters in the covariance matrix of latent
representations) to expose hidden backdoor triggers. Building
upon these methods, [84] proposed the STRIP method
that used entropy signatures to determine if a trigger was
malicious. Specifically, it determined whether an input was
malicious (or not) by assessing the unpredictability of its
predictions when the input was perturbed. As machine
learning began to adopt decentralized architectures, [85]
and [151] extended the capabilities of previous detection
frameworks to Federated Learning environments. In doing so
they addressed the security gap that exists when using raw
data is not feasible in environments in which the raw data
cannot be accessed. These authors filtered malicious model
updates based on anomalies in the distribution of model
weights. Although there have been several advancements
made in regards to the capability to detect malicious
activity in models; many open questions exist. For example,
adaptive attackers can include the detection mechanism
within their adversarial loss function(s), thereby allowing
them to evade detection. Another major challenge remains,
i.e., the overhead imposed by performing real-time spectral
analysis or reconstructing inputs results in a significant and
persistent latency/security tradeoff that hinders scalability in
high-throughput applications.
Certified Robustness serves as a key bridge connecting the

training and testing phases. Hein and Andriushchenko [57],
and Steinhardt et al. [34] have provided exact verification
bounds on smaller networks, but Cohen et al. [40] developed
formal robustness certificates through randomized smoothing
that provide quantifiable risk estimates at the time of
inference, thus converting the evaluation process into an
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assurance process. A critical open problem remains the
certification of robustness for NLP models. Certification
techniques for continuous domains (like computer vision)
have improved significantly in recent years. The challenge
lies in applying these same guarantees to discrete input
spaces in NLP. Adversarial attacks on NLP models can
include a variety of discrete transformations, such as
synonym substitution, paraphrasing, or inserting new tokens.
These discrete transformations are difficult to model using
traditional, norm-based methods of bounding changes in
the input space. Jia et al. [159] proposed a certification
framework that provides provably guaranteed protection
against word substitutions or synonym-based perturbations.
Their approach leverages Interval Bound Propagation (IBP)
over word embeddings. However, compared to computer
vision models, certification frameworks for NLP are much
less scalable and provide far fewer guarantees when applied
to real-world language data.

3) SUMMARY OF FINDINGS IN V-C
• Testing serves as an assurance and a defense mechanism
for the defender while it is a refinement mechanism for
the adversary in the evaluation phase.

• Testing validates robustness but also provides an oppor-
tunity for adversaries to identify new attack surfaces that
they will use to improve their evasion techniques and
optimize their attacks.

• Jailbreak and safety-bypass attacks expand the threat
landscape beyond simple misclassification. As such,
the evaluation of generative models now includes
governance issues since adversaries can manipulate
the alignment constraints, policy filters, and agentic
behaviors to produce policy-violating or unsafe output.

• Physical and sensor-based attacks verify that there
is an intersection between the vulnerability of AI
models to attacks in a controlled digital testbed and
in the real world. Thus, evaluation must take into
consideration environmental noise, sensor error, and
physical perturbation, which can reliably cause failure
in a real-world setting.

• Robustness benchmarking has progressed from ad
hoc testing to formalized, structured, and systematic
evaluation. Current robustness benchmarking standards,
taxonomies, and meta-surveys include technical anal-
yses of attacks along with safety and governance
considerations, thus solidifying robustness evaluation as
an essential component of AI assurance.

• Detection systems, certified robustness, randomization,
and purification are examples of defensive mechanisms
that can be employed to protect against attacks during
the testing process. As such, these mechanisms provide
the means to prevent, detect, and quantify the threats that
exist at inference time and serve as the means to bridge
the gap between the testing and deployment phases of a
model.

• Furthermore, collectively, these findings demonstrate
that testing is no longer a passive quality control
measure. Rather, it is an active security and assurance
measure that links adversarial robustness, safety and
compliance throughout the entire AI development life
cycle.

D. STAGE 4: MODEL DEPLOYMENT & MONITORING
1) ATTACKS
The most risky phase of the machine learning lifecycle,
as seen in Figure 8, is once a model has been deployed, and
users can submit inputs to the model through an interface.
In addition, attacks from Stage 3 can be exploited at this
stage while defenses are operationalized. This is because
the model’s behavior will be visible, allowing users to
elicit information about how the model makes decisions,
circumvent safety policies, and possibly induce unintended
behavior.
Black-box evasion removes the assumption of having

white-box information and uses either transferability or
query-based estimations to generate adversarial examples.
Papernot et al. [160] demonstrated that if a model can
generate an adversarial example for one model (the surrogate
model), the generated example will likely have similar
success for other models. Chen et al. [161] used this idea to
develop the Zoo algorithm,which uses zeroth-order optimiza-
tion to estimate gradients from the continuous confidence
values returned by an API. Many real-world systems only
return discrete labels (e.g., ‘‘Cat’’ or ‘‘Dog’’); therefore,
Brendel et al. [163] proposed the Boundary Attack. The
Boundary Attack is a large perturbation that is minimized at
each iteration while tracking the model’s decision boundary.
Although there is now a substantial body of research focusing
on improving the query efficiency of both score-based and
hard-label attacks [164], [165], [167], [168].
Model Extraction and Policy/Filter Circumvention.

Deployed model interfaces can become sources of infor-
mation leakage. An adversary can send well-designed
inputs to a model, and based on the model’s responses,
determine its decision boundary (model extraction), replicate
its learned policy, or systematically identify and bypass
safety filters. Examples of such adversarial querying against
large language models (LLMs) include work such as [113]
and [114]. Researchers have also demonstrated how policy-
steering and jailbreaking techniques used against large
language models can evolve into system-wide compromises.
Fathima [117] and Liang et al. [182] demonstrate scalable
extraction and filter-circumvention strategies against black-
box APIs, establishing the dual nature of this threat as
a confidentiality breach when proprietary parameters are
inferred, and a governance breach when policy filters are
systematically neutralized.
Membership Inference and Model Inversion. Although

adversaries cannot obtain a model’s parameters, they can
still infer information about a model’s training data from its
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FIGURE 8. Stage 4 – Model deployment & Monitoring: Attacks and defenses taxonomy. Black-box evasion
attacks, which require only query access to a deployed model, are placed here under operational constraints
(rate limits, decision-based feedback only), complementing the white-box evasion assessment presented in
Stage 3 (Figure 7).

outputs. Shokri et al. [171] first formalizedmembership infer-
ence attacks, demonstrating that confident predictions often
disclose whether a sample was included in the training set.
Salem et al. [173] and Nasr et al. [174] extended these attacks
to realistic settings with minimal prior knowledge, and
Carlini et al. [38], [175] provided standardizedmethodologies
for evaluating the amount of leakage from a model’s outputs.
Fredrikson et al. [176] and Song and Shmatikov [183]
established the complementary threat of model inversion,
reconstructing representative training samples or sensitive
attributes from a model’s outputs. Chen et al. [162] applied
gradient-based inversion and reconstruction in federated
learning. These works illustrate how modern inference
interfaces can unintentionally compromise the privacy and
confidentiality of sensitive data, thereby posing significant
challenges to regulatory compliance (e.g., GDPR, HIPAA).
Trojan/Backdoor Activation at Runtime. Deployment is

also when latent threats become apparent. As previously
mentioned, if a model was previously poisoned or fine-
tuned with a hidden trigger, the deployed system provides
a mechanism for activating the attacker-controlled backdoor.
Trained backdoors can remain dormant until a specific trigger
(e.g., visual patches, phrases, or tokens) is presented [75],
[91]. Distributed activation mechanisms shown by [11],
[77], and [78] also demonstrated that these triggers can
persist even after pruning and quantization. Demonstrations

of physical-world manifestations such as those of Sharif
et al. [120], Thys et al. [125], Lovisotto et al. [130],
and Wei et al. [132], which confirm that the risk extends
beyond simulations. Therefore, runtime backdoor activation
represents a compromise of both the integrity and safety of
production systems, which undermines the predictability of
the latter.

2) DEFENSES
The socio-technical nature of production ML systems makes
defense mechanisms in this phase primarily focused on
engineering controls, policy enforcement, and monitoring.
It is important to remember that most of the mechanisms
presented here function as external ‘‘wrappers.’’ They cannot
remove the inherent flaws present in the model. The primary
goal is to increase the difficulty and time needed for an
attacker to exploit the vulnerabilities in the model.
Access control, runtime guardrails, and MLSecOps prac-

tices specify who can query a model, how often, under what
circumstances, and with what level of logging. The use of
operational frameworks that enforce endpoint validation and
query throttling to heuristically detect and block malicious
traffic was implemented in the work of Patel et al. [70],
Narajala and Narayan [181], and others as the basis of
the standardized AI assurance pipeline suggested in the
institutional guidelines developed by Tabassi et al. [146] and
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Vassilev [64]. However, as demonstrated by Sheth et al. [154]
and Jin et al. [184] applying semantic safety filters to the
external filter has significant structural limitations, and
adversaries may employ sophisticated role-playing jailbreaks
or multi-turn social engineering to cognitively bypass the
input validation layer. These solutions protect operational
integrity by ensuring usage aligns with the declared safety
boundaries, and protect policy compliance by enforcing
usage restrictions.
Output Obfuscation, Refusal Strategies, and Confidence

Masking intentionally limit the amount of information a
model exposes regarding its outputs. Papernot et al. [51] pro-
posed defensive distillation as an early example of controlled
output transformations such as gradient masking; however,
such methods are easily defeated by adaptive attacks that can
calculate gradients. In addition, although Xu et al. [114] and
Kumar [115] analyzed refusal frameworks for large language
models that limit semantic interpretability andwithhold logits
or confidence scores to limit jailbreak susceptibility, both
acknowledged that withholding logits or confidence scores
simply changes the threat model from a white-box to a
decision based black-box, increasing the number of queries
allowed per attack but does not eliminate the vulnerability.
Privacy-Preserving Serving uses differential privacy

(DP) and least-privileged protocols. Papernot et al. [58] and
Lecuyer et al. [90] formalized the application of DP to
prevent inversion. However, Narajala and Narayan [181]
show that implementing strict DP guarantees in secure
AI deployments often require significant compromises in
model utility and inference latency, possibly making them
unfeasible for many real-time applications.

Finally, continuous monitoring and trigger scanning, like
those presented by Gao et al. [84] and Nguyen and Tran [77]
serve as real-time integrity checks. These methods, however,
are inherently reactive and therefore struggle to distinguish
between benign distribution shifts (drift) and stealthy, low-
confidence adversarial attacks, leading to a high false-
positive rate that can cause security personnel to become
fatigued.

3) SUMMARY OF FINDINGS FROM V-D
• Deployment provides an operationalization of the threat
environment, and live systems expose a simultaneous
threat to confidentiality, integrity, and governance,
thereby transforming the AML research problem into an
organizational security problem.

• Model extraction and policy bypass present a double
jeopardy; attackers are able to either steal confidential
intelligence (confidentiality) by extracting models or
subvert usage limitations (governance) through policy
bypass.

• Inference-Time Privacy Attacks Remain Underregu-
lated: Membership inference and inversion continue to
disclose private or sensitive information regardless of
model abstraction layers.

• Runtime Trojan Activation Unifies Safety and Integrity
Failures: Hidden behaviors introduced during model
poisoning can be activated after deployment, thereby
degrading user trust in critical systems.

• MLSecOps and Runtime Assurance Bridge Technical
and Organizational Defenses: Security controls such as
rate limiting, logging, and least privileged interfaces
now support algorithmic defenses and signify a conver-
gence between AI assurance and classical cybersecurity.

E. THE ‘‘NO FREE LUNCH’’ OF ROBUSTNESS
It is essential to note the trade-offs in the claims of efficacy
for these defenses. As illustrated in Table 5, no single
method offers complete protection, and each carries distinct
trade-offs as detailed below. The overhead ranges reported
in Table 5 should be interpreted as indicative general
values rather than benchmark measurements, since the actual
computational cost can vary substantially depending on the
model architecture, dataset, threat model, and evaluation
configuration used in each study.

• Adversarial Training remains the state-of-the-art for
empirical robustness but introduces a significant com-
putational tax (generating adversarial examples at every
training step) and often degrades clean accuracy by
10–20% on difficult tasks (e.g., ImageNet).

• Certified Defenses such as Randomized Smoothing
offer provable guarantees but shift the cost to inference
time, requiring hundreds of forward passes per predic-
tion to estimate the smoothed classifier, rendering them
impractical for real-time applications like autonomous
driving.

• Alignment Techniques such as RLHF and Guardrails act
as ‘‘soft’’ defenses. They do not remove the underlying
vulnerability (the model’s capacity to cause harm), but
rather mask it behind a refusal policy. Consequently,
they remain vulnerable to adaptive ‘‘jailbreak’’ attacks
that leverage competing objectives or role-play scenar-
ios to bypass the safety filter.

F. LIFECYCLE VIEW VERSUS SECURITY PROPERTY VIEW
The intersection of the holistic view of the AML lifecycle
and the traditional security triad (availability, integrity,
confidentiality) reveals several common security concerns
across the phases of the ML pipeline.
Integrity failures occur early on in the lifecycle and

continue through all phases. Examples include poisoning
of data [33], [75] and backdoors inserted during data col-
lection; Byzantine gradient manipulation during distributed
training [71]; jailbreaking and other forms of evasion during
inference [3]; and Trojans activated during deployment [78].
The common thread across these phases of the AML lifecycle
is the presence of an integrity failure, indicating that the
model does not operate as originally intended. In fact,
integrity failures can be described as the model operating
outside its original intended policy or task.
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TABLE 5. Approximate computational and operational overhead of representative AML defenses. Values denote indicative ranges synthesized from
representative studies and may vary substantially by architecture, dataset, and threat model.

Confidentiality and privacy risks exist primarily at the
training boundary and the deployment boundary. Gradient
inversion,Membership Inference Attacks (MIAs), andModel
Extraction Attacks [92], [171], [175] demonstrate how mali-
ciously designed attacks can successfully obtain sensitive
information about individuals or organizations through indi-
rect means (access to internal model components or outputs).
To address this concern, researchers and practitioners use
techniques such as differential privacy [58], controlled output
exposure, and query governance [114], which closely mirror
confidentiality-based protection mechanisms used within
cybersecurity.
Availability and safety/governance provide the final ele-

ments of the entire picture. Poisoning or Resource Denial-of-
Service (DoS) type attacks [71] target degrading functional
capabilities or inducing DoS. Violations of safety/governance
policies (e.g., jailbreaks, policy circumvention) [113], [114],
[154] signify a failure of compliance rather than capability.
As a result, a new area of study known as MLSec-
Ops has emerged, including runtime policy enforcement,
refusal/redaction strategies, tool usage auditing, and human-
in-the-loop escalation [64], [144], bridging operational
assurance and technical robustness.

Summary: The lifecycle perspective informs us where
we need to intervene in the ML pipeline to prevent attacks,
such as data ingestion, model training, testing, etc.; the
security property perspective informs us what we are trying
to protect, the integrity, confidentiality, availability, and
governance of our systems. Therefore, developing a mature
AI security posture requires understanding both perspectives
and applying them together to achieve end-to-end resilience.

VI. DOMAIN-SPECIFIC CASE STUDIES
In this section, we present specific case studies across five
key domains to ground theoretical discussion in practical

impact: autonomous vehicles, healthcare, financial systems,
large language models (LLMs), and Internet of Things (IoT)
systems. Each case highlights representative attack vectors,
measured impacts, and mitigation strategies supported by
peer-reviewed literature.

A. CYBER-PHYSICAL MOBILITY AND AUTONOMOUS
VEHICLE
Adversarial attacks against autonomous vehicles (AVs)
have exposed critical vulnerabilities in perception systems,
particularly in traffic sign recognition and object detection.
Traffic Sign Physical Manipulation. Eykholt et al. [56]

introduced Robust Physical Perturbations (RP2) against a
traffic sign classifier trained on the LISA dataset in a
white-box setting. They successfully achieved complete
targeted misclassification in a controlled setting and 84.8%
in field test drive-by scenarios. For example, stop signs
were misclassified as speed limit signs using perturbations
optimized under robust physical constraints. The authors
noted that their results focused on a standalone classifier
rather than the entire stack of an autonomous vehicle
system, including detection, tracking, and sensor fusion. The
study [185] found that the system-wide misrecognition rate
for tested vehicles sold in the U.S. in 2023 was approximately
33%. This suggests that while full-autonomy stacks may
provide additional resiliency, the legacy perception modules
remain vulnerable. Similarly, LiDAR spoofing attacks [109]
have been shown to project fake objects into point clouds,
significantly reducing object detection accuracy.
Object Detection Availability-Based Attacks. In addi-

tion to misclassification, attacks against the non-maximum
suppression (NMS) stage can significantly decrease sys-
tem availability. Wang et al. [186] demonstrated that the
Daedalus attack can compress bounding-box regressions
to bypass NMS and achieve up to 99.9% false positives
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and mAP≈0 on YOLO-v3 and RetinaNet (COCO dataset),
demonstrating this using physically printed posters. Addi-
tionally, Shapira et al. [187] presented Phantom Sponges,
universal perturbations designed to overwhelm detectors with
false positives in real-time. Like the stop-sign attack, the
purpose of these methods is to slow down or overload
collision-avoidance pipelines rather than directly mislabeling
objects, thereby gradually decreasing system reliability and
user confidence.

Defense mechanisms include:
• Multi-sensor fusion: Combining camera, LiDAR, and
radar inputs reduces reliance on any single modality,
thereby mitigating single-vector attacks [128].

• Temporal consistency checks: These systems detect
inconsistencies across video frames to identify adversar-
ial outliers that appear transiently [188].

• Robust model training: This incorporates adversarial
examples into training pipelines to enhance generaliza-
tion against physical perturbations.

Empirical results demonstrate that multi-sensor fusion
can reduce adversarial misclassification from over 90%
to under 20% for traffic signs, illustraoutputs by routing
low-confidence predictions to clinicians, which is ting the
necessity of multimodal redundancy [56], [128].

B. HEALTH CARE AND MEDICAL AI SYSTEMS
AI systems designed to aid medical professionals are
highly susceptible to imperceptible perturbations, which
pose severe risks in high-stakes clinical decision-making.
Finlayson et al. [189] showed that white-box PGD attacks
could be performed using fine-tuned ResNet-50 models
for both chest X-rays and dermatology classifications. The
results of this study were that the attackers were able
to generate false diagnoses with confidence and create
realizable skin patches that could be applied to mimic a
melanoma for dermatologists to visually examine.

The sensitivity of decision boundaries to minor changes
(catastrophic failures) is also due to the significant statistical
differences between medical and natural images. As pointed
out in [190], Medical image databases have smaller intra-
class variances and larger inter-class similarities than natural
images, as they were obtained under much stricter conditions
than natural images. This makes them very sensitive to
small perturbations, resulting in catastrophic failure modes.
A recent study reported that White-Box Attacks reduced
accuracy from more than 87% on clean data to almost 0%
across several architectures and modalities [191].
Methods for increasing the robustness of medical AI

include:
• Adversarial training: Enhances a model’s resilience
against real-world perturbations in complex modalities
like CT and MRI scans [192].

• Quantifying uncertainty: Techniques such as Bayesian
inference and Monte Carlo dropout help identify

instances where a model has low confidence, triggering
human review [193].

• Multi-reader validation: Provides cross-validation of
model output by routing low-confidence predictions to
clinicians, essential for radiology workflows.

Incorporating these methods enhances resilience against
attacks while concurrently building clinician trust in AI-
driven diagnostics.

C. FINANCIAL SYSTEMS AND FRAUD DETECTION
Financial institutions rely heavily on ML for credit scoring
and fraud detection, making them prime targets for evasion
and poisoning attacks. Unlike regulatory anti-money launder-
ing, adversarial attacks in this context target the integrity of
the predictive models themselves.

Carminati et al. [194] evaluated evasion attacks against
four types of fraud detectors (BankSealer, Random Forest,
Neural Network, Hybrid) using proprietary transactional
datasets from a single financial institution. Under white-
box conditions, evasion rates are almost entirely successful
against specific types of fraud detectors. However, in more
realistic black-box settings, evasion rates dropped to 60-75%.
In particular, the unsupervised fraud detector (BankSealer)
was shown to be more resilient than both the supervised
random forest and supervised neural network-based fraud
detectors. Complementary work has demonstrated that eva-
sion can also be achieved through backdoors created via
false data injection [195]. Moreover, Paladini et al. [196]
have demonstrated, in their research using two real-
world, anonymized banking datasets, that even the most
advanced ML-based fraud detection systems are highly
vulnerable to manipulation by an adversary. While the
threat models in grey-box and black-box conditions may
show that the system detects between 55% to 91% of the
attacks; the exploitation window is still two months long
at which time the adversary can extract funds from the
account(s) on a systematic basis over those two months,
with the average amount extracted ranging from e41,995 to
e388,342 per victim, before when the system identifies the
anomaly.

Defenses for adversarial threats to financial systems
include:

• Adversarial Training: Training financial models with
perturbations applied to transaction data samples to
harden decision boundaries against evasion [197].

• Surveillance Analytics: Identifying anomalies in the
time series of trades or transactional metadata to detect
coordinated poisoning attempts [197].

• Data Provenance: Rigorous validation to identify poi-
soned data or samples with low confidence scores before
they impact financial decision-making.

Given the potential for significant economic loss, imple-
menting robust MLSecOps frameworks is critical for finan-
cial organizations.
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D. NLP CONTENT SYSTEMS
Large Language Models (LLMs) face unique security risks,
including prompt injection, jailbreaking, and training data
poisoning.

Zou et al. [63] used white-box access to Vicuna models to
generate adversarial suffixes, achieving an average success
rate of 88% for Vicuna-7B and 56% for LLaMA-2-7B-Chat
(AdvBench) and showing some transferability to GPT-
3.5 and GPT-4. The attacks were computationally expensive,
requiring many resources (multiple A100 GPUs and hours of
processing time per suffix).

In addition, Carlini et al. [198] and Liang et al. [182] have
shown that well-designed prompts are capable of extracting
memorized training data from large language models. They
demonstrated how, by repeatedly asking questions, users can
potentially recover sensitive information sequences contained
within the training dataset. Adi et al. [199] proposed an
embedding watermark that utilized a backdoor trigger in
a deep neural network that would cause the model to
give a pre-defined output given the appropriate input. They
demonstrated how a method typically considered a poisoning
attack can be repurposed for intellectual property rights
protection and model validation. In systems that use agents
or tools, indirect prompt injection [200] enables users to
create adversarial instructions as part of the system’s external
content, thereby allowing them to take unauthorized actions.
Figure 10 illustrates an example of an indirect prompt
injection attack.

Key mitigation techniques include:

• RLHF (Reinforcement Learning from Human Feed-
back): Aligns LLM outputs with human safety prefer-
ences to reduce toxicity [63].

• Differential Privacy Training: Limits the LLM’s abil-
ity to memorize and regurgitate sensitive training
data [201].

• Automated Red-Teaming: Continuously testing LLM
safety against evolving jailbreak heuristics.

While these measures significantly decrease risk, they
do not entirely eliminate it. Ongoing research focuses
on formalizing threat models for agentic workflows and
multimodal interactions [154].

E. EDGE COMPUTING AND INTERNET OF THINGS (IOT)
IoT devices are resource-constrained and physically accessi-
ble, making them highly susceptible to physical and over-the-
air attacks. Bhagoji et al. [71] demonstrated that Federated
Learning (FL) approaches in IoT can be compromised via
poisoned gradients from one client, and that the security of the
other nine clients can be compromised by model replacement
attacks, resulting in an approximate 75% decrease in the
targeted class’s accuracy.

Yuan et al. [202] demonstrated how to embed inaudible
commands into audible speech to hijack voice assistant
systems using CommanderSong with an almost perfect
success rate when utilizing Kaldi-based systems.

The main vulnerabilities include:
• Sensor Spoofing: Disrupting physical sensors via opti-
cal, magnetic, or acoustic interference [135].

• Model Tampering: Injecting malicious models into
devices via compromised over-the-air updates [131].

• Firmware Attacks: Exploiting weak attestation to mod-
ify device firmware.

Defending against these attacks includes using secure
enclaves to protect model weights [203], implementing
edge-based anomaly detection to identify adversarial pay-
loads [204], and developing robust federated learning
techniques such as robust aggregation [205]. Thus, the design
of both physical security and software robustness must be
coordinated.

VII. EVALUATION METHODOLOGIES AND
BENCHMARKING
A. STANDARDIZED EVALUATION FRAMEWORKS
1) ROBUSTNESS EVALUATION METRICS
To evaluate howwell amodel resists attacks, Cohen et al. [40]
defined certified robustness using randomized smoothing.
They measured the proportion of test points in which
the model’s output was provably unchanged within an
ℓ2 radius. Zhang et al. [59] studied the fundamental trade-
off between standard accuracy and robust accuracy and
concluded that it must be explicitly optimized and cannot
be assumed to follow from optimizing accuracy. Likewise,
Carlini et al. [38] stated that without a specific definition
of the threat model, the perturbation budget, and the attack
strength, any measurement of robustness is meaningless.

All three research efforts converged upon a set of three
metrics that have become the foundation for evaluating
adversarial robustness. The Attack Success Rate (ASR),
defined in Eq. (1), measures the effectiveness of attacks
(the higher the value, the worse for the defender). Robust
Accuracy (RA) and Certified Accuracy (CA), defined in
Eqs. (2) and (3) respectively, measure the defender’s ability to
reliably predict outputs even under perturbations (the higher
the value, the more resilient the model).

ASR =
Nsucc

Natt
(1)

RA =
Ncorr,adv

N
(2)

CA =
Ncert

N
(3)

where Nsucc is the number of successful attacks, Natt is the
total number of attack attempts, Ncorr,adv is the number of
correctly classified adversarial samples, Ncert is the number
of certifiably correct predictions, and N is the total number
of evaluated samples.

The limitations of all three metrics (ASR, RA, CA)
are substantial. The reliance on ASR on the selected
attack and its parameters means that ASR may be either
underestimated due to weak or non-adaptive attacks, as well
as being dependent on the attack used, and the attack’s
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parameters [10]. The use of RA limits it to a particular
perturbation type and budget (for example, l∞ at a particular
value of ϵ). This results in benchmark overfitting and poor
generalization to other types of perturbations or seman-
tic distortions. However, CA provides formal guarantees
only when using narrow threat models, and the certified
radius of distortion is typically far below what would be
considered practically relevant, and is primarily limited to
classification tasks. In addition, these metrics have been
developed for predictive models and therefore do not lend
themselves easily to generative, multimodal, or agent-based
systems: small input perturbations to LLMs do not always
result in meaningful semantic changes; multimodal attacks
operate across multiple and/or disparate input spaces; and
failure in agent-based systems often occurs due to multi-
step reasoning errors, tool misuse, or goal manipulation,
rather than input noise alone. Furthermore, there is no
unique ‘‘ground truth’’ for open-ended generation; discrete
token perturbation budgets are undefined; and established
benchmarks for comparing jailbreak, or agent compromise
rates do not currently exist [206], [207]. These studies
represent the first steps towards benchmarking; however,
the development of standard metrics for multi-step, tool-
augmented workflow robustness, safety, and system-level
reliability remains an open research question, motivating new
paradigms for evaluating these characteristics.
Metrics Evaluating Perturbation Quality. Zhang et al.

[208] showed that LPIPS (Learned Perceptual Image Patch
Similarity) has a much better correlation with human percep-
tion than ℓp-norm distances; and Wang et al. [209] proposed
SSIM (Structural Similarity Index) to compare structural
and luminance coherence. Heusel et al. [210] developed FID
(Fréchet Inception Distance) to assess how much an image
has changed with respect to its distribution. The following
three measures of distance represent how effectively a
perturbation can remain imperceptible (or produce visually
natural distortion):

In this way, each of these metrics captures a distinct
aspect of visual integrity: LPIPS emphasizes the deep feature
alignment of two images, SSIM emphasizes the local texture
consistency of two images, and FID emphasizes the statistical
realism of two images.

2) EVALUATION PROTOCOL STANDARDS
Carlini et al. [38] support consistent and transparent adversar-
ial attacks to evaluate robustness, which includes the specifi-
cation of adversarial assumptions for attacks, configuration
of an attack, and splitting the data into training and test sets.
In NLP, similar concerns are found by McCoy et al. [211].
They have demonstrated that NLP models can rely heavily
on heuristics even when trained on standard datasets, without
diagnostic testing. A benchmark for evaluating robustness
is proposed by Hendrycks and Dietterich [212] using the
corruption benchmarks (CIFAR-10-C and ImageNet-C).
Hendrycks et al. [213] extend this using ImageNet-A,

which contains natural adversarial examples. The principles
outlined above are operationalized by Croce et al. [29], who
created RobustBench, a single, unified leaderboard for
evaluating the robustness of deep learning models. The
leaderboard enforces the same ε-budget and attack protocol
for all submitted models.

Key standardization principles include:

1) Threat Model Specification: Clearly define adversarial
capabilities (white-box or black-box) and constraints
(e.g., ℓp-norm and ϵ budget) [38].

2) Dataset Standardization: Use common benchmarks
(e.g., CIFAR-10/100, ImageNet, AdvGLUE) to ensure
comparability [212], [213], [214].

3) Attack Parameter Consistency: Report identical hyper-
parameters (iterations, step size, and restarts) across
methods [29].

4) Statistical Significance: Include confidence intervals
and multiple seeds for credibility [40].

5) Reproducibility: Release code, checkpoints, and attack
scripts to support independent validation [29], [38].

B. BENCHMARK DATASETS AND LEADERBOARDS
In order to provide a uniform way of comparing dif-
ferent types of robust models, Croce et al. [29] developed
a common framework for testing and evaluating robust
models with the name RobustBench. The framework allows
them to compare and evaluate the performance of over
80 robust model types using the same set of AutoAttack-
based tests. In addition to the common robustness testing
that has been done by others in the past, Hendrycks and
Dietterich [212] developed the corruption-based datasets
CIFAR-10-C, ImageNet-C, and ImageNet-A [213], which
are designed to test a model’s ability to generalize well
under common distribution shifts and corruptions. They also
introduced the concept of naturally adversarial examples and
tested a model’s ability to perform well when given naturally
occurring examples that were difficult to classify. Simi-
larly, McCoy et al. [211] tested compositional weaknesses
in natural language processing (NLP) by developing the
HANS diagnostic dataset. These standardized datasets and
leaderboards have allowed researchers to make meaningful
comparisons between their own results and those of others,
making it possible tomeasure progress toward creating robust
machine learning (ML) systems. Table 6 summarizes the
datasets used in evaluating ML models.

C. ADAPTIVE TESTING AND PROTECTING AGAINST
FUTURE THREATS
Athalye et al. [10] showed that many early attempts at
improving model robustness did not actually improve model
robustness but instead made it harder to detect gradients.
They developed two new diagnostic tools called Backward
Pass Differentiable Approximation (BPDA) and Expectation
Over Transformation (EOT) that can help identify how to
create better attacks against models that use non-differential
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TABLE 6. Datasets used for evaluation of machine learning models.

and stochastic methods for improving model robustness.
Later, Croce et al. [29] added these adaptive tests to their
leaderboards, providing a new incentive for researchers to
develop better, more adaptive attack techniques that can work
against stronger defensive mechanisms.

Modern robustness evaluations increasingly emphasize:

• Testing your model against adaptive attacks that under-
stand how you defend it.

• Evaluating your model across a variety of norms and
threat models.

• Reporting your model’s performance statistically,
including variance.

• Accounting for the cost of running your model on a
specific hardware device.

• Simulating real-world conditions where there may be
sensor noise or data drift.

These five items are meant to encourage researchers to test
their models in ways that simulate real-world attacks and to
develop models that are resilient to all sorts of attacks.

D. THE META-ANALYSIS OF THE EVALUATION PRACTICES
In their works, Athalye et al. [10] and Carlini et al. [38]
report themost frequentmistakes, gradient masking, selective
reporting, and uncalibrated baselines, that cause an artificial
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increase in robustness claims. The authors are also sure
that for a reliable assessment of the robustness of models,
it is necessary to cover all types of threats comprehensively;
it is required to provide code that can be repeated; and
for all the results that will be reported, it is necessary to
use statistics. If there are no such requirements, then the
supposed achievements of the research on the development
of adversarial robustness may appear to be illusions rather
than significant advances.

1) RESULTS SUMMARY OF SECTION VII
• Metrics Based on Standardization Provide an Exper-
imental Basis for Comparison: The comparison of
resistance to models is possible due to metrics such as
ASR, Robust Accuracy, and Certified Accuracy.

• Perceptual Fidelity Provides a Counterpoint to Robust-
ness: Perceptual fidelity metrics such as LPIPS, SSIM,
and FID are used to ensure that the attacks generated
remain perceptually realistic in nature.

• Protocols Support Replication: Protocols such as
RobustBench and AdvGLUE provide standardized
threat models and reporting structures to eliminate
inconsistency in reporting.

• Adaptability-Based Assessment Reveals the Fragility
of Defenses: Research has shown that static defenses
(for example, gradient masking) will fail when they
are confronted with adaptable attacks; therefore, mech-
anisms based on the awareness of adversaries need to be
developed.

• Holistic Cross-Modal Benchmarking Using Standard-
ized Data Sets: Standardized data sets allow for com-
prehensive comparisons of robustness among different
modalities (vision, natural language processing, graph-
based learning).

VIII. STANDARDS, REGULATIONS, AND INDUSTRY
INTEGRATION
The regulatory landscape for adversarial ML threats reflects
a striking diversity of approaches. This section examines
the key frameworks that currently shape how practitioners
identify and mitigate adversarial risks across the AI lifecycle.
Table 7 compares their scope, adoption, strengths, and
limitations in addressing adversarial vulnerabilities.

A. MITRE ATLAS (ADVERSARIAL THREAT LANDSCAPE FOR
AI SYSTEMS)
MITRE ATLAS [245] builds upon the well-known MITRE
ATT&CK framework but is specifically designed for AI/ML
systems. The framework catalogues over 50 different adver-
sarial tactics and techniques across the ML Kill Chain, from
reconnaissance and poisoning through model evasion and
exfiltration [245].

MITRE ATLAS also provides a common language for
threat modeling and red teaming AI pipelines, enabling
practitioners to identify which adversarial behaviors are
most relevant to their individual deployments. Organizations

utilize ATLAS to create end-to-end simulations of attack
paths and to correlate defensive controls to mitigate those
threats. While ATLAS provides a structured taxonomy that
supports cross-team communication between data scientists
and security engineers, it is a descriptive rather than a
prescriptive framework. As organizations begin to adopt
this methodology, ATLAS has become the de facto stan-
dard for correlating adversarial tactics and techniques with
corresponding mitigation strategies and for educating AI
Red Teams on mapping adversarial techniques to mitigation
strategies.

B. NIST AI RISK MANAGEMENT FRAMEWORK (AI RMF)
NIST AI RMF [64] (version 1.0; published 2023), offers an
organized way of managing AI risks via four main functions:
Map, Measure, Manage and Govern. The ‘‘Measure’’ and
‘‘Manage’’ functions require AI model testing, validation,
and ongoing monitoring to achieve model robustness and
resiliency against adversarial manipulations.

Although it is optional, the NIST AI RMF has become
the de facto minimum standard for AI governance models
for many US-based and international organizations. Addi-
tionally, it can be used in conjunction with other technical
tools such as MITRE ATLAS to incorporate robustness
against adversarial attacks directly into risk assessment
databases, incident response plans, audit requirements, etc.
In addition, the NIST AI RMF allows organizations to
develop customized AI application-specific profiles (for
example, those related to Generative AI).

C. OWASP AI SECURITY TOP 10
The OWASPML Security Top 10 [203] represents the top ten
security threats for Artificial Intelligence/Machine Learning
(AI/ML). OWASP ML Security Top 10 translates risk
from the adversarial space of cybersecurity into actionable
development guidance in AI/ML engineering. OWASP ML
Security Top 10 provides the Top 10 most dangerous attacks
in the AML space, including, but not limited to, input
manipulation, data poisoning, model theft, model inversion,
and supply chain compromise [247].
Development teams can use OWASP ML Security Top

10 as a checklist for secure MLOps, including implement-
ing input validation, provenance verification, and anomaly
detection to protect against common attack classes. The
OWASP ML Security Top 10 is also particularly useful
because of its accessibility and technical specificity, making
it an excellent resource for teams without significant security
expertise. However, it lacks standardization and is focused on
application layer governance vs. lifecycle governance.

D. STANDARDS OF ISO/IEC SC 42 AI
ISO/IEC SC 42 [246] provides a foundation for establishing
both robustness and trustworthiness in artificial intelligence
(AI) through consensus-based, international standards [42],
[43], [44], [45], [46], [47].
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TABLE 7. Comparison of key regulatory frameworks and standards.

1) FOUNDATIONAL & RISK STANDARDS
ISO/IEC 22989 provides a foundational vocabulary and
definitions of basic AI concepts. ISO/IEC 23053 provides a
structured life cycle approach for developing and deploying
AI Systems. The two provide the necessary conceptual and
organizational structure to develop, deploy and monitor AI in
an ethical manner. ISO/IEC 23894 builds upon the foundation
established by the first two standards and provides detailed
guidance on the management of AI risks across all phases of
the life cycle, specifically focusing on the risks of adverse
manipulation, robustness and operational security. The three
standards collectively assure that risk will be considered in
the development of AI systems (i.e., risk is not viewed as an
after-thought) and will be assessed at every phase of the AI
system’s life cycle from data collection to deployment and
post-deployment assessment.

2) ROBUSTNESS AND GOVERNANCE STANDARDS
ISO/IEC TR 24029-1 and ISO/IEC TR 24029-2, the first
two parts of ISO/IEC TR 24029, include methodological
recommendations for the development of formal verification
and robustness testing for AI systems, which include neural
networks. The documents are also used to support formal
verification and structured adversarial testing of safety- and
security-critical systems.

ISO/IEC 42001 formally defines the Artificial Intelligence
Management System (AIMS) as a governance structure that
includes requirements for documented AI system manage-
ment processes and documentation for incident responses;
documentation of the process for evaluating the robustness
of AI systems; and documentation of the governance of risks
related to the potential for AI systems to be adversely affected
by malicious input or actions.

The major vendors who have developed this technology
(e.g., IBM and Microsoft) have already begun the process
of obtaining ISO/IEC 42001 certification as evidence that
they have implemented an enterprise-wide program to
provide adversarially resilient AI operations. Adoption of
the standards described above represents a significant shift
in the industry’s recognition of the need for formalized
AI governance and will provide a blueprint for companies

looking to implement regulatory compliance and align their
machine learning pipeline(s) with the most recognized global
best practices.

E. EU AI ACT
Risk-based legal provisions exist in the EU AI Act, which
established the regulation of artificial intelligence in the
European Union (2024). The EU AI Act [246] requires
providers to show that their high-risk AI systems will have
robustness, accuracy, and resilience to attacks.

High-risk systems must provide evidence through tech-
nical documentation of adversarial risk management and
robustness testing before CE marking or entering the market.
Post-marketing, high-risk systems also require an ongoing
review process and reporting requirements should an adver-
sarial failure be identified in the system. The Act is based on a
regulatory approach requiring EU member states to develop
a standardized method (harmonized standards) (expected to
be created by ISO/IEC SC 42), enabling AML practices to
be enforced under law. This new EU requirement, although
expensive, ensures that security-by-design and adversarial
robustness are regulatory requirements across all EUmarkets.

F. INTEGRATION IN PRACTICE
These frameworks also have an overlap in how they are imple-
mented. Organizations will implementMITRE ATLAS to per-
form adversarial threat modeling, will develop OWASP ML
Security Top 10 to develop technical countermeasures against
identified threats, will implement identified vulnerabilities
with the guidance of NIST AI RMF or ISO/IEC 23894 while
implementing ISO/IEC 42001 for corporate governance. The
EU AI Act provides the compliance framework that will
tie together all of these layers and provide enforcement
authority.

A multi-layered approach to using multiple frameworks
promotes a defense-in-depth environment; one that includes
technical resiliency, procedural reliability and regulatory
accountability as shown Figure 9. It is now becoming
common practice for organizations developing responsibleAI
to perform red-team testing, conduct robustness audits, and
perform cross-functional security governance.
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FIGURE 9. Mapping of ML lifecycle stages to concrete threats, controls, standards, and regulatory obligations. (Dark Cell: Primary Focus and
Light Cell: Partial Guidance).

1) SUMMARY OF FINDINGS FROM VIII
• There is a convergence towards security through the
lifecycle approach among frameworks: the EU AI Act,
NIST, OWASP, MITRE, ISO, have all agreed that AML
is an ongoing risk management discipline and should be
viewed as such and not as a separate technical problem.

• OWASP and MITRE ATLAS provide operational sup-
port to developers and red teams: They convert the
results of the research into actionable guidelines for
developers and red teams.

• NIST AI Risk Management Framework and ISO/IEC
Standards embed AML into governance: Both provide
structural documentation processes for AML evalua-
tions, monitoring and compliance, providing the basis
for compliance and assurance.

• EU AI Act makes AML legally required: It will require
providers of high-risk AI products to deploy highly
robust, attack-resistant, and transparent systems as a
prerequisite for their entry into the market.

• Real-world implementations are based on integration:
An effective AML program includes the use of all of
the frameworks (standardized technical taxonomies of
threats, standardized methods for evaluating robustness,
standardized processes for accountability, and legal
requirements for enforcement).

IX. DISCUSSION
A. IMPACT ON AI SAFETY AND SECURITY
The implications of adversarial ML go far beyond model
accuracy. In safety-critical systems, such as autonomous
vehicles, medical diagnosis, industrial control, and digital
identity verification, adversarial robustness is required to
prevent damage in the real world. Adversarial ML has
increased the risks to geopolitics and society by introducing

new avenues for disinformation, social manipulation, and
automated persuasion via generative AI. Economically,
model extraction, IP theft, data poisoning, and attacks
designed to enable fraud can jeopardize the viability of AI-
driven products and services.

Therefore, creating robust, reliable, and trustworthy mod-
els is not just a technical goal; it is a necessity for safely and
responsibly deploying AI in critical infrastructure, markets,
and public-facing applications. Adversarial robustness lies at
the nexus of security engineering, risk management, and AI
governance, and must be viewed as such.

B. THE AGENTIC AI THREAT LANDSCAPE
Agentic AI systems, LLM-based agents capable of multi-
step planning, tool use, and autonomous interaction with
their environment, present a threat surface that is qualita-
tively different than traditional classification or generation
pipelines. Beyond model-level and data-level vulnerabilities,
agentic systems are subject to a new set of risks resulting
from interactions among reasoning, tools, feedback loops,
memory, and external environments [68], [181]. We organize
emerging agentic threats into four general categories: (1)
indirect prompt injection through tool or retrieval chan-
nels; (2) goal and plan manipulation; (3) inter-agent trust
exploitation in multi-agent systems; and (4) governance and
accountability gaps. In agentic systems, the traditional input
→ model → output pipeline is replaced by a closed-loop
process: observation → reasoning/planning → tool invoca-
tion → environment feedback. Each step in this loop has
unique vulnerabilities. For example, content obtained through
retrieval or from outside the system may contain hidden
instructions that result in indirect prompt injection [200];
manipulating intermediate reasoning processes such as chain-
of-thought or task decomposition can alter downstream

69802 VOLUME 14, 2026



B. Tekeste et al.: AML: A 20-Year Survey of Attacks, Defenses, and Standards

decisions [248]; tool-use pathways may be exploited to
produce adverse actions such as data exfiltration or unsafe
code execution [207]; and poisoned or adversarial feedback
from the environment may influence future reasoning and
decisions [68].

1) INDIRECT PROMPT INJECTION
Figure 10 depicts an example of how an indirect prompt
injection attack can be carried out against a tool-enabled
LLM agent by embedding a malicious instruction in the
content of an external webpage (Step 1: Seeding) that is
then accessed by the agent as part of a normal interaction
with a valid user question (Step 2: Retrieval). Once the
content is accessed by the agent, it will be included alongside
the user’s question in the agent’s context window (Step 3:
Ingestion). Since the agent does not inherently distinguish
between instructions originating from a trusted user and
those embedded in untrusted retrieved content, it will execute
the embedded command, for instance, exfiltrate the internal
API key, overriding the user’s original request (Step 4:
Execution). Prompt injection arises when payloads are
inserted into the model context alongside the system and
user instructions. In transformer-based LLMs, these inputs
are typically processed within a shared token context and
affect downstream actions, with no architectural privilege
boundary separating system instructions from retrieved data.
This instruction-data conflation creates a semantic injection
surface that can be exploited unless additional safeguards
are imposed. Studies have shown empirically that these
risks are serious because indirect injections are scalable, and
backdoored agents can execute attacker-defined behaviors
while maintaining nominal task performance [249], [250].

2) GOAL AND PLAN MANIPULATION
Agentic systems are susceptible to goal and plan manipula-
tion, in which attackers alter intermediate reasoning steps,
planning routes, or decomposition logic to cause execution to
follow the attacker’s desired path [248], [251]. Adversaries
can exploit textual and visual perturbations to influence
downstream decisions in multimodal systems [252]. Neural
models can also be backdoored to execute attacker-defined
behaviors while maintaining nominal performance [199].

3) EXPLOITING INTER-AGENT TRUST
In multi-agent systems, a compromised or malicious agent
may spread harmful instructions, poisoned contextual data,
or false outputs produced by other agents via inter-agent
communication, allowing a type of lateral movement similar
to that in network compromise [140]. The key difference
compared to earlier work on Byzantine failures is that the
malicious behavior in this case is embedded in semantically
meaningful language exchanges rather than simply being a
violation of protocol [140], [144].
Context Protocol (MCP), which enable a formalized

relationship between model output and any external tool

is an extension of the existing threat landscape. As MCP
improves tool discovery and the unification of execution
of these tools, MCP also establishes additional ‘‘trust’’
boundaries which adversaries can utilize to carry out attacks
against the model, for example, injecting malicious tools
into the environment, manipulating the context in which the
model operates, and carrying out cross-component attacks
throughout the lifecycle of the agent [253].

4) DEFENSE AND GOVERNANCE DEFICIENCIES
Defenses available today, including prompt isolation, tool
sandboxing, post-hoc monitoring, and limited formal ver-
ification methods, are incomplete and generally heuristic.
No existing defense reliably isolates prompts and data
across real-world workflows [206], sandboxing usually
creates capability safety trade-offs [207], and none of the
certifications available today naturally extend to long-horizon
multi-step agentic execution. At the governance level,
frameworks like MITRE ATLAS, NIST AI RMF, and EU
AI Act address some risks associated with autonomous tool
invocation, multi-step attacks, and unclear principal-agent
accountability [112]. Priorities for improving mitigation
capabilities include creating agent-specific tactic additions
to threat taxonomies, establishing standard benchmarks for
agentic robustness, and defining liability and control in
autonomous decision-making scenarios.
Open Challenges and Limitations. Although there has

been significant advancement in identifying agentic threats,
corresponding robust mitigation solutions have yet to be
developed. There are several open challenges including
separating user instructions from untrusted retrieved content
in a trustworthy manner, preventing attack propagation along
long reasoning chains, formalizing trust boundaries in multi-
agent systems, and integrating governance requirements
with technically enforceable safeguard. These deficiencies
indicate that Agentic AI should be treated not just as an
extension of classical AML, but as a nascent threat space
with its own technical security assumptions, failure modes,
and assurance requirements.

C. RECOMMENDATIONS FOR STAKEHOLDERS
1) RESEARCHER
This study highlights several deficiencies in the methods
researchers use to evaluate their defenses against adversarial
examples. Researchers need to develop stronger, adaptive
threat models than they do today to build robustness
evaluations, rather than building narrow attacks tuned to
their specific defense approach. In addition to avoiding
common pitfalls such as gradient masking and incomplete
threat coverage, domain-specific robustness benchmarks and
protocols are needed that reflect how deployments typically
occur in practice (e.g., physical world noise, distribution
shifts, latency/compute constraints). To adequately capture
both practical realities and theoretical elegance, collaboration
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FIGURE 10. Indirect prompt injection via retrieved external content in a tool-augmented LLM agent.

across disciplines is required, drawing on expertise from
areas such as ML, security, systems, policy, and ethics.

2) INDUSTRY PROFESSIONALS
For practitioners in an industrial context, AI system adver-
sarial robustness needs to be embedded into the entire life
cycle of anAI system, utilizingMLSecOps and a ‘‘security by
design’’ approach. The practitioner is responsible for testing
the AI system for adversarial examples through red teaming,
as well as for developing infrastructure to train models and
securely deploy them to production robustly. The practitioner
must implement mechanisms (monitoring/logging/anomaly
detection) that detect when an AI system is being attacked
with adversarial examples while it is running, enabling alert-
ing and/or remediation of the attack. Lastly, the practitioner
must create an incident response plan to address AI-specific
adversarial attacks. The goal is to ensure the organization can
investigate and remediate these types of attacks with the same
vigor as it does for all other cyberattacks.

3) POLICYMAKERS AND REGULATORS
From the perspective of policymakers and regulators, the
attacks arising from AML demonstrate the need for a set
of clearly stated, risk-based (robust) requirements for all
high-risk artificial intelligence systems. Policymakers and
regulators are needed to create regulations that include
a minimum level of robustness for systems identified as
high risk, documentation and testing requirements, and
sufficient flexibility to address future threat vectors and
technological improvements. Additionally, there is a need to
provide a means to continue funding research into adversarial
machine learning and public-private collaborations for the
development of safe artificial intelligence. The importance
of global coordination will be crucial to ensuring consistency
across regulatory frameworks and enabling the development
of international AI security standards.

4) STANDARDS ORGANIZATIONS
The primary role of the standard organization is to facilitate
the establishment of workable, verifiable, and harmonized

standards for evaluating adversarial robustness. This will
include how to establish evaluation processes, define terms
used in describing the degree of robustness, and develop
certification processes applicable across all sectors. The
key to ensuring that standards are relevant and workable
is collaboration between standards organizations, academia,
and industry. These standards could serve as a foundation for
independent third-party certification of AI robustness.

D. FUTURE RESEARCH PRIORITIES
1) SHORT-TERM (1-2 YEARS)
In the short term, establishing evaluation practices should
be the community’s focus. A shared set of well-documented
robustness benchmarks and standardized threat models will
help to minimize ‘‘cherry-picking’’ and exaggeration of
defensive effectiveness. The use of frameworks such as
RobustBench and AutoAttack demonstrates how standard
baselines can help anchor claims of robustness [29], [136].
Another immediate priority is adapting adversarial training
and related defensive techniques to large-scale foundation
models in vision, language and multi-modal settings, where
naive adaptations can be economically prohibitive. A major,
pressing objective is an organized, scientific review of
all basic assumptions in AML that were created over
a decade ago using small-scale, closed test sets. Claims
about perturbation bounds (lp-norms) and gradient-based
vulnerabilities have been largely based on legacy results
and need to be empirically verified to determine whether
they remain valid under the conditions of current large-
scale, complex models. Additionally, there is a need for
additional research on evaluating attacks and defenses in
realistic physical and sensor-driven environments, as well
as on privacy-preserving robustness testing techniques that
comply with the confidentiality constraints of domains, such
as healthcare and finance.

2) MEDIUM-TERM (3-5 YEARS)
Over the medium term, research should focus on making cer-
tified and provable defenses practically scalable and reducing
the gap between theoretical guarantees and deployable
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systems. Since AI systems are increasingly combining
multiple modalities (vision, language, audio, and graphs),
robustness methods should generalize tomulti-modal settings
and account for cross-modal interactions and failure modes.
Beyond the ten-year-old norm-bounded evasion attacks
paradigm, research must address long-horizon vulnerabilities
in agentic reasoning chains. It is crucial to identify where
legacy defensive principles (originally designed for simple
classifiers) break down in multi-modal environments to
close the widening gap between academic theory and
deployable system security. Automated red-teaming and
vulnerability-discovery tools that continuously probe models
for weaknesses, analogous to software fuzzing, will be
critical. Additionally, the joint consideration of robustness,
fairness, privacy, and interpretability will be essential to avoid
designs in which improving one desideratum degrades the
others.

3) LONG-TERM (5+ YEARS)
In the long run (5+ years), developing an overall theoretical
framework for the accuracy-robustness trade-off in over-
parameterized, self-supervised, and reinforcement learning
will be important. Ultimately, the field needs to shift from
the ‘‘cat and mouse’’ (where each new defense is defeated
by an adaptive attack within months [10]) heuristic of the
past 20 years toward a single theory of resilience. Further,
we need to develop automated, self-healing architectures
that can operate independently of the limitations of today’s
reactive defense mechanisms. In other words, we should
ensure that the security attributes of artificial intelligence
systems are consistent across all future changes in their
architecture. In addition, as both cryptography and quantum
computing evolve, adversarial machine learning frameworks
must consider quantum-resistant threat models and defenses.
There also exists a vision of AI systems that can continuously
assess their own weaknesses, adaptively modify defenses,
and automatically request retraining or human assistance if
they suspect they are under attack with adversarial methods.
Finally, to ensure that all critical AI deployments include
adversarial robustness as a first-order design requirement,
it will be imperative to develop overarching AI security
governance frameworks that provide auditing standards,
certification processes, and regulatory oversight mechanisms.

E. CALL TO ACTION
All parties in the artificial intelligence ecosystem (i.e.,
academia, industry, and government) must establish a ‘‘call
to action’’ and collaborate to reduce barriers to the use of
new technologies and to speed the translation of research
into practical solutions so that effective responses can be
developed to counteract the adverse effects of adversarial
machine learning.

Responsible disclosure of vulnerability will help achieve
the right balance between disclosure and security. This allows
potential vulnerabilities to be discovered and remediated
before attackers exploit them.

Open Science and Reproducibility (e.g., open sharing
of source code, datasets, and evaluation pipelines) are
also necessary to create cumulative knowledge and avoid
repeating past mistakes.

Ultimately, research on robustness must be conducted
within an ethical framework that includes consideration of
issues such as fairness, privacy, and the broader societal
impact of both attacks and defenses.

Finally, international cooperation will be needed to create
compatible global standards for AI security and robustness.

F. FINAL COMMENTS
AI technology’s increasing integration into critical infrastruc-
ture, decision-making processes, and everyday lives require
that adversarial robustness is treated as an essential design
consideration (i.e., a fundamental requirement) and not as an
optional feature. This consideration will have to be realized
through continued research investments, development of
regulatory structures that have been carefully thought out, and
a significant commitment by the private sector to protect the
security of their AI technologies. In the event of failure, these
may include catastrophic physical or economic harm, loss of
confidence by the public and weaknesses in the overall digital
ecosystem that exist across systems.

The purpose of this survey was to provide a summary of
the current status of adversarial machine learning, to identify
areas where additional research will be needed to support
future work and to provide a roadmap for how we can
create secure, reliable, and trustworthy AI. Developing such
a secure AI will be a long-term effort that will require
the continued participation of all stakeholders including
researchers, practitioners, regulators and members of the
general public. The road ahead will undoubtedly be difficult
but the importance of developing robustness against attacks
necessitates that we make rapid progress toward developing
secure and resilient AI technologies.

X. CONCLUSION
Adversarial Machine Learning (ML) has become a highly
significant area of Artificial Intelligence (AI) Security.
Adversarial vulnerability is no longer a peripheral weakness
of ML systems but a fundamental aspect of modern ML
systems’ design. Small, thoughtfully crafted perturbations
successfully elicit model failures consistently across many
different domains, from computer vision, natural language
processing, audio, graphs, and reinforcement learning to
multi-models. The survey illustrates that these vulnerabilities
exist in cutting-edge architecture, including foundation mod-
els and large language models (LLMs); hence, adversarial
robustness remains a major unaddressed scientific and
engineering problem.

Throughout the survey, the arms race dynamic between
attacks and defenses was repeatedly mentioned. Defenses,
ranging from adversarial training to certified robustness to
input transformation and safety-aligned LLM tuning, are
constantly being developed and then attacked by new attack
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strategies designed to defeat them. Although significant
theoretical advances have been made in certified defenses
and formal verification, they generally come at the expense
of computational cost and applicability at scale. Therefore,
although the research community continues to develop
new defenses, the gap between academia and real-world
robustness remains, especially in safety-critical applications,
such as, autonomous driving, medical imaging, financial
services and large-scale content platforms.

Additionally, the survey illustrated that the community’s
evaluation practices are currently fragmented. The lack of
unified metrics, standardized threat models and comparative
benchmarks results in inconsistent and sometimes overly
optimistic robustness claims. Initiatives, such as Robust-
Bench and standardized attack suites (AutoAttack), have
begun to introduce order to the field by promoting consistent
evaluation protocols [29], [136]; however, the community
still does not have widely accepted methods for determining
the degree of adversarial resilience across tasks, architectures
and deployment environments.

Emerging regulatory and standardization initiatives, such
as the EU AI Act, NIST AI Risk Management Framework,
OWASP ML/LLM Security guidelines, MITRE ATLAS
and ISO/IEC SC 42 AI standards, indicate the beginnings
of a global effort to coordinate responses to adversarial
risks. However, achieving alignment among regulatory
requirements, research, and practical deployment will be an
ongoing challenge. Only through close coordination between
technical, policy, and operational communities will we be
able to create truly robust AI systems.
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