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• Introduction

Reverse 
Engineering 

and Code Analysis

Behavior and Dynamic 
Properties Analysis

Static Properties Analysis
Involves virus scanning, fingerprinting, 
memory dumping, artifacts analysis, etc.

Involves registry changes, API calls, 
memory writes, etc.

Call graph, CFG, etc.

Assembly to high level code 
conversion.

Static 

Dynamic 

Code
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• Graph in malware analysis 1. Control flow graph

2. Call graph
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• Graph in malware analysis

3. API dependency graph

4. Data flow graph

5. Behavioral Graph

6. Firmware Graph

7. Network Traffic Graph

8. File System Graph
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• Conventional graph explainer and limitation

Why graph-Ex for malware analysis?

✓ Enhanced Interpretability

✓ Identification of Critical Components

✓ Improved Detection and Attribution

✓ Contextual Understanding

✓ Early Warning System

✓ Countermeasure Development
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Yuan, H., Yu, H., Gui, S., & Ji, S. (2022). Explainability in graph neural networks: A taxonomic survey. IEEE Transactions on 

Pattern Analysis and Machine Intelligence.

• Conventional graph explainers and limitations
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➢ Gradient and Perturbation

➢ Surrogate

➢ Decomposition

➢ Masked In/Out

➢ Generation
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• Conventional graph explainers and limitations

o A mixture of benign and malicious code

o May give equal importance to both

o Could be misled by the benign code

o Get stuck at local minima

o A diluted explanation that fails to identify the key malicious 

behavior of the file



XAI

For

Malware
Analysis

9

GAGE: 
Genetic Algorithm based Graph Explainer for Malware Analysis

• Conventional graph explainers and limitations

➢ Gradient and Perturbation

➢ Surrogate

➢ Decomposition

➢ Masked In/Out

➢ Generation

o Rely on linear classification e.g., GraphLIME

o Requires large numbers of samples using perturbation

o May not be meaningful in real world

Code = [mov rbx, rax] -> Encode = [2.8, 6.1]

[2.8, 6.1] + Perturbation = [1.4, 3.9] (Not any code)
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• Conventional graph explainers and limitations

➢ Gradient and Perturbation

➢ Surrogate

➢ Decomposition

➢ Masked In/Out

➢ Generation

o May not be suitable for explaining malicious files since they 

typically decompose the graph randomly or mask nodes 

without considering their actual relevance to the behavior of 

the file. 
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• Conventional graph explainers and limitations

➢ Gradient and Perturbation

➢ Surrogate

➢ Decomposition

➢ Masked In/Out

➢ Generation

o Model-level explanations may not be sufficient.

o XGNN is based on reinforcement learning and requires the 

selection of a starting node
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• Proposed model

➢ Overall pipeline

CEG constructor GAGE
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• Proposed model (CEG) 

o Canonical Executable Graph (CEG)

o Autoencoder Decoder (AED) 

o PalmTree1

1. Li, Xuezixiang, Yu Qu, and Heng Yin. "Palmtree: Learning an assembly language model for instruction embedding." Proceedings of the 2021 

ACM SIGSAC Conference on Computer and Communications Security. 2021.
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• Proposed model (GAGE)
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• Datasets and Experiments

✓ MUTAG Graph data

✓ CEG Dataset
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• Datasets and Experiments

✓ MUTAG Graph data
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• Results

✓ MUTAG Graph data

Node labels:

  0  C

  1  N

  2  O

  3  F

  4  I

  5  Cl

  6  Br

• Stolzenberg SJ, Hine CH. Mutagenicity of 2- and 3-carbon halogenated compounds in the Salmonella/mammalian-microsome test. Environ Mutagen. 1980;2(1):59-66. doi: 10.1002/em.2860020109. 

PMID: 7035158.

• LaLonde RT, Bu L, Henwood A, Fiumano J, Zhang L. Bromine-, chlorine-, and mixed halogen-substituted 4-methyl-2(5H)-furanones: synthesis and mutagenic effects of halogen and hydroxyl group 

replacements. Chem Res Toxicol. 1997 Dec;10(12):1427-36. doi: 10.1021/tx9701283. PMID: 9437535.

• https://toxicfreefuture.org/toxic-chemicals/persistent-bioaccumulative-and-toxic-chemicals-pbts/ 

GAGE output:

'out': [0.8513, -0.8848], 

'predicted': 0, 

'actual': 0

Fitness: 0.0037

[1, 2, 3, 8, 9, 14, 21] = C, O

https://toxicfreefuture.org/toxic-chemicals/persistent-bioaccumulative-and-toxic-chemicals-pbts/
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• Results

✓ MUTAG Graph data

Node labels:

  0  C

  1  N

  2  O

  3  F

  4  I

  5  Cl

  6  Br

• Stolzenberg SJ, Hine CH. Mutagenicity of 2- and 3-carbon halogenated compounds in the Salmonella/mammalian-microsome test. Environ Mutagen. 1980;2(1):59-66. doi: 10.1002/em.2860020109. 

PMID: 7035158.

• LaLonde RT, Bu L, Henwood A, Fiumano J, Zhang L. Bromine-, chlorine-, and mixed halogen-substituted 4-methyl-2(5H)-furanones: synthesis and mutagenic effects of halogen and hydroxyl group 

replacements. Chem Res Toxicol. 1997 Dec;10(12):1427-36. doi: 10.1021/tx9701283. PMID: 9437535.

• https://toxicfreefuture.org/toxic-chemicals/persistent-bioaccumulative-and-toxic-chemicals-pbts/ 

GAGE output:

'out': [-0.5360, 0.5741], 

'predicted': 1, 

'actual': 1

Fitness: 0.0507 

[0, 2, 5, 11, 12, 14, 16]= C, F

https://toxicfreefuture.org/toxic-chemicals/persistent-bioaccumulative-and-toxic-chemicals-pbts/
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✓ CEG Data

• Benign

• Bladabindi 

• Bundlore

• Downloadadmin 

• Emotet 

• Firseria

• Gamarue

• Datasets and Experiments

612 benign files 

1,799 malicious files 

AED trained 0.8 million ASM code blocks

CEG comprises 546 nodes and 3,567 edges

80-20 % training and testing

80-20 % training and validation
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✓ CEG Data

• Datasets and Experiments

Herath, Jerome Dinal, et al. "Cfgexplainer: Explaining graph neural network-based malware classification from control flow graphs." 2022 52nd 

Annual IEEE/IFIP International Conference on Dependable Systems and Networks (DSN). IEEE, 2022.
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✓ CEG Data

• Datasets and Experiments
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✓ CEG Data
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✓ CEG Data

• Datasets and Experiments
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✓ Introducing a new XAI method for Graph datasets

✓ Overcome the problem with previous methods

✓ Not a brut force algorithm

✓ Proposed algorithm is to explain classification/prediction where data as a 

mixture of multiple classes

✓ Appropriate for malware analysis and vulnerability detection.

✓ Proposing a new type of graph for executables representation 
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Thank you!

Any Questions
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