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Abstract

Canada's Foreign Interference Commission released its initial report in May 2024,
expressing concerns about meddling by foreign actors in Canadian elections and
threats to public confidence in Canada's democratic institutions. Just three days
later, the Canadian government tabled its response in the form of Bill C-70, the
Countering Foreign Interference Act. Both constitute considerable progress and
demonstrate Ottawa's willingness to act against the growing threat. However, both
are limited—the report focusing on internal institutional dynamics, and Bill C-70
remaining mostly silent on one of the most important tactics of interfering countries:
disinformation. Does Canada have the tools to respond to this threat effectively? In
examining the Commission's reports, Bill C-70, and current Canadian practices, we
argue that while Ottawa already deploys tactics to counter disinformation, it could
do more by implementing two tested strategies: working with provincial, territorial
and Indigenous governments to integrate media literacy within education curriculums,
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and implementing stronger regulation of social media platforms responsible for circu-
lating disinformation.
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After months of public and partisan pressure on the Canadian government—including
the premature resignation of Prime Minister Trudeau's appointed special rapporteur to
examine foreign interference, warnings by national security advisors, and the expul-
sion of a Chinese diplomat accused of foreign interference—Canada launched a
public inquiry into foreign interference in September 2023. The Foreign Interference
Commission released its initial report in May 2024, expressing concerns about med-
dling by foreign actors in Canadian elections and threats to public confidence in
Canada's democratic institutions. Only three days later, the Canadian government
tabled its response in the form of Bill C-70, the Countering Foreign Interference
Act. Both constitute considerable progress and demonstrate Ottawa's willingness to
act against the growing threat. However, both are limited in their own respects—the
report focusing on internal institutional dynamics, and Bill C-70 remaining mostly
silent on one of the most important tactics of interfering countries: disinformation.

Disinformation is arguably one of the most damaging threats to Western societies,
including Canadian society, and, by extension, to democracy.' Interference practices to
influence the vote, such as busing students to vote in party-level elections, certainly
deserve scrutiny, but disinformation polarizes, targeting the social cohesion and
trust that make public debates and democracy possible. In the public inquiry's final
report in 2025, Commissioner Marie-Josée Hogue” remarks that “information manip-
ulation (whether foreign or not) poses the single biggest risk to our democracy” and
remains an “existential threat” invite further exploration.” Building on the
Commissioner's observations, we ask: does Canada have ‘“the tools to effectively
respond” to this threat?*

We begin by examining the Commission's work and Bill C-70 to understand the
place of foreign disinformation in these recent efforts, before turning to Canada's
response to the threat. We argue that while Ottawa is deploying tactics to counter dis-
information, Canada should implement two tested strategies to help protect its citizens
from disinformation: working with provincial, territorial, and Indigenous governments
to integrate media literacy into education curriculums, and more strongly regulating
social media platforms responsible for circulating disinformation.

Disinformation: An existential threat to tackle urgently

The Commission's initial and final reports are unequivocal about the risks of foreign
interference: it is not only a real threat to Canadian democracy and national security,
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but an “incredibly sophisticated” one.” Although the Commission acknowledges that
malevolent foreign actors targeted the 2019 and 2021 general elections, particularly by
interfering at the riding level and in candidate nominations, the Commission affirms
that overall election results were not affected by these efforts.® At the same time,
the Commission notes, “While allegations of interference involving elected officials
have dominated public and media discourse, the reality is that misinformation and dis-
information pose an even greater threat to democracy.”” In response to this serious
threat, the Commission's final recommendations focus—as the Johnston Report's did
previously®—on the machinery of federal institutions, treating the roles of the
media, social media platforms, and civil society as secondary. Over 80 percent of
the recommendations focus on national security institutions (such as intelligence,
police, and relevant departments); coordination between institutions; parliament and
political parties; and Canada's independent electoral agency, Elections Canada.’
While these mechanisms certainly play a central role in monitoring and countering
foreign disinformation, the longer-term value of what the Commission categorizes
as “civic resilience” must not be underestimated, as it targets two key actors in the dis-
information ecosystem: citizen-consumers and social media platforms.'®

Despite the urgent need to tackle disinformation, Bill C-70, the Countering Foreign
Interference Act—introduced at the same time as the Commission's initial report—provides
little support on this matter.'' It aims to strengthen the courts’ capacity to act against foreign
interference, but it was not intended—and, thus, is not designed—to tackle the issue of dis-
information. Instead, it creates new legal instruments and strengthens existing sanctions
while creating new ones to enable the courts to punish a wider range of fraudulent or clan-
destine activities committed in Canada by individuals or organizations harming Canada's
interests on behalf of foreign states, such as undermining the integrity of its electoral mech-
anisms. It introduces new offences to punish the deliberate sabotage of Canada's critical
infrastructure as well as activities of interference—such as intimidation, threats, or acts of
violence—to protect the population, particularly members of diasporas at risk of exposure
to coercive influence.'? It also updates the Canadian Security Intelligence Service Act,
which has undergone no significant modifications since its creation during the Cold War,
to reflect the realities of the digital era, and establishes a foreign agents registry. From all
of this, however, disinformation remains largely absent.

In sum, the two most recent federal initiatives propose, at best, partial solutions to
the problem of foreign disinformation. Pursuing the Commission's objective to equip
Canada with effective tools, we now examine what Canada is doing, and offer policy
recommendations.

The multifaceted Canadian approach to disinformation:
Acting with caution

Ottawa has taken a broad approach to fighting a problem shaped by two related issues:
foreign interference and disinformation. In this sense, we could conclude that Canada's
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approach to foreign disinformation is in the image of its disinformation strategy: mul-
tifaceted, “first, because it employs a suite of tactics; and second, because it involves a
mix of regulatory approaches.”’® The Canadian approach also includes various gov-
ernmental and private—corporate and civilian—actors. Yet, as the Commission
observes, foreign disinformation remains a threat despite these measures.

Under the Government of Canada's “Plan to Protect Democracy,” the government
commits to four “pillars of action”: enhancing citizen preparedness, improving organi-
zational readiness, combatting foreign interference, and building a healthy information
ecosystem.'* Among these, some initiatives stand out as key to fighting foreign inter-
ference.'® The Critical Election Incident Public Protocol (CEIPP) and the Security and
Intelligence Threats to Elections Task Force (SITE TF), both composed of top-level
civil servants of relevant ministries and security agencies, monitor elections for
foreign threats and inform the public of any events that could jeopardize electoral
integrity. More broadly, they encourage communication between the many institutions
of the federal government. In addition, two coordination structures, the Protecting
Democracy Unit, established in 2022 within the Privy Council Office, and the
National Counter Foreign Interference Coordinator, established in 2023 within the
department of Public Safety Canada, exist to, respectively, “coordinate, develop,
and implement government-wide measures” and facilitate the circulation of intelli-
gence and provide advice on responses to threat.'®

Alongside these, Canada initiated the Rapid Response Mechanism (RRM) at the
2018 G7 Summit to deliver a coordinated response to foreign disinformation.
Situated within Global Affairs, the RRM brings together G7 countries, the European
Union (EU), participating observer states—including Australia, New Zealand, the
Netherlands, and Sweden—and NATO. It functions as a mechanism for monitoring
incidents, anticipating future risks, and facilitating the exchange of best practices.

Finally, the Digital Citizen Initiative (DCI), established by the department of
Canadian Heritage in 2019, provides recurring rounds of funding to support research
and civilian activities to enhance democratic resilience. Most notably, it finances the
Canadian Digital Media Research Network, administered by the Media Ecosystem
Observatory, a joint initiative of McGill University and the University of Toronto.
The research and activities within the DCI cover a broad range of topics, with previous
special financing for fighting disinformation during the pandemic and the war in
Ukraine, and more recent calls to develop “tools to support digital media and civic lit-
eracy skills,” to “prevent and address online violence against women, girls and
2SLGBTQI + communities,” and to promote “resilience to mis-/disinformation stem-
ming from foreign governments.”'” In that sense, the DCI lies at the intersection of
foreign and homemade disinformation.

More general measures initiated to combat disinformation—including non-state-
sponsored disinformation—can also contribute to countering foreign interference.'®
Among these, the 2018 Elections Modernization Act creates the obligation for social
media platforms to hold a registry of political advertising. It also prohibits the publication
of content with the “intent of misleading the public into believing that it was ... authorized”
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by Elections Canada or a political party or candidate, and the publication of false statements
on parties or candidates, narrowed to specific types of content to preserve freedom of expres-
sion.'” In addition, Ottawa has proposed two norm-based initiatives, the Declaration on
Electoral Integrity Online and the Digital Charter. *° The two initiatives set norms of
conduct for platforms as well as principles to guide future actions regarding disinformation.
The latter, however—proposed as the Digital Charter Implementation Act in 2022—has
since stalled in parliament. Canada thus encourages platforms to take responsibility for mod-
erating their content, but as Dawood observes, “The main drawback to a norms-based
approach ... is that it relies on large social media platforms to do the right thing rather
than requiring them to do so.”*!

In 2024, the government presented the Online Harms Act (Bill C-63) to Parliament.
Intended to create a “safer online space,” the bill seeks to increase the obligation of
platforms to address harmful content such as nonconsensual intimate content, the bul-
lying of children, child pornography, or content fomenting hatred and inciting violent
extremism, terrorism, or violence.?? The bill, however, received substantial criticism
from civil society and has not progressed in parliament since a debate at the second
reading in September 2024—making its adoption unlikely in the near future.”® Yet,
even if the Online Harms Act were to become law, it would address, at best, a
narrow slice of foreign disinformation.

Despite Canada's multifaceted approach to countering foreign disinformation, the
Commission remains convinced, as do we, that additional measures must be taken
to strengthen Canadian democracy and reduce the effects of foreign disinformation.
While there is no silver bullet to this problem, we propose two areas in which
Ottawa, with its provincial, territorial, and Indigenous counterparts, could invest: inte-
grating media literacy into education curriculums, and more strongly regulating social
media platforms responsible for circulating disinformation.

Strengthening resilience: Targeting the consumption and
circulation of disinformation

Because exploiting national divisions is a key tactic of foreign interference, measures
intended to improve democratic health will likely benefit national security. While some
have argued that improving democratic resilience is insufficient and needs to be sup-
plemented by more deterrent punitive measures,”* we emphasize the importance of
protecting Canada from the effects, rather than the existence, of foreign interference.
We argue that incorporating stronger media literacy into education curriculums from
an early age and imposing stricter regulations on social media platforms would
yield significant long- and short-term benefits.

This position builds on the assumption that foreign disinformation is not simply a
piece of content, but a process. The content is strategically created by malicious actors,
then circulates through media technologies to reach its audience or consumers. As
Mike Wigell notes, “Authoritarian regimes such as China, Iran, Russia, and Turkey
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did not create the initial conditions of the current polarizing tendencies that make
Western democracy vulnerable—they are merely seizing the moment to opportunisti-
cally foment these tendencies.”*> We argue that this notion of “opportunity” must be
broadened. Disinformation may originate from malicious foreign agents, but its effec-
tiveness relies on a wide array of structures exterior to the control of these agents:
social media infrastructure, weak national regulations, the reproduction of populist
and false discourses by public figures, and a susceptible networked public character-
ized by group-based fear and resentment and a general eroding trust in public institu-
tions. Foreign agents hit the first domino and profit as the rest fall. While each of these
dominos could warrant a full discussion,”® we focus here on two key stages in the dis-
information chain: consumption and circulation. This is an acknowledgment that,
unfortunately, Canada has little control over the production of disinformation: the
cost of producing it is low, and will likely remain so, decreasing further with advances
in artificial intelligence. Given this reality, the soundest strategy is to target the points
in the chain where intervention is actually possible.

Efforts to counter disinformation must target the reasons why consumers believe
disinformation in the first place. Research shows a strong link between, on one side,
pre-existing attitudes and beliefs, or partisanship and polarization, and, on the other
side, acceptance of disinformation and resistance to debunking.”’ Therefore, once indi-
viduals are radicalized, it becomes difficult to challenge their alternate realities. This
means acting upstream to prepare individuals to understand the mechanism of
online radicalization before foreign influence campaigns strike. To reach this preven-
tative goal, Ottawa could look to some of its allies. Finland, Sweden, the Netherlands,
Latvia, and numerous American states have implemented pedagogical initiatives to
teach media literacy to schoolchildren.”® For example, in 2019, Finland adopted the
National Media Education Policy, which integrates digital and information ecosystems
into the regular school curriculum from pre-school through the full duration of public
education. The programs teach children media literacy, digital skills, internet safety,
and critical thinking to develop their capacity to identify falsehoods and understand
how social media platforms function. The policy seeks to promote democratic partic-
ipation and reduce polarization, and appears to be successful as the country repeatedly
ranks first among European countries in resilience against misinformation.”* Canada
could follow suit.

Integrating media literacy and digital skills into school curriculums would also for-
malize the existing ad hoc initiatives funded through the DCI, and could institutional-
ize expertise developed by academia and civil society. Implementation, however,
poses obvious difficulties: beyond political opposition, the Canadian constitutional
context creates challenges to implementing a countrywide project, as education falls
under provincial jurisdiction. Still, the federal government could work with the prov-
inces and civil society to create a general framework that could be adapted to the local
particularities of each education curriculum.

From a circulation perspective, the belief that the invisible hand of the information
market will solve the problem plaguing the digital ecosystem is, at best, misguided and,



Hogue et al. 7

at worst, delusional. Indeed, social media platforms have demonstrated that self-
regulation is insufficient, and may even run counter to their corporate interests.
Canada must therefore strengthen its regulation of these platforms with obligations
and penalties for non-compliance. This would supplement previous norm-based initia-
tives and extend the time frame of counter-disinformation measures beyond the elec-
toral period, as suggested by the Commission (although its recommendation refers
narrowly to the 2018 Elections Modernization Act).

Again, Europe inspires. After proposing revolutionary privacy protection with the
General Data Protection Regulation—which has since been imitated around the
world, including in Quebec's Law 25—the EU implemented the Digital Services
Act (DSA) in 2023, which forces platforms to take content moderation seriously,
and imposes additional obligations for “very large online platforms.”*° Under the
DSA, these large online platforms must “identify, analyse, and assess any systemic
risks” linked to their services, establish functions to mitigate these risks, and be
audited by independent auditors. As such, the DSA does not determine how platforms
will implement the new measures, but provides guidelines on where actions should be
taken.”' Notably, the DSA compels platforms to set up a dedicated internal team prior
to each election and to adopt risk mitigation measures for electoral processes—such as
easing access to official information; promoting media literacy initiatives; providing
contextual analysis, including fact-checking labels; and labelling content from EU
states, third countries, and their entities. Platforms must also ensure that their recom-
mender systems limit the amplification of disinformation and demonetize disinforma-
tion content, among other actions outlined in the guidelines. In addition, the DSA
promotes transparency and accountability by sharing data with public authorities and
allowing researchers to access platform data. In parallel, the DSA introduces certified
“trusted flaggers,” which are civil society groups working to identify disinformation.
The initiative continues existing collaborations between civil society and platforms,
but with enhanced institutionalization and transparency.”* Non-complying platforms
can be fined up to 6 percent of their annual worldwide turnover, or up to 1 percent for
the “supply of incorrect, incomplete or misleading information” or for the “failure to
reply or rectify incorrect, incomplete or misleading information and failure to submit
to an inspection.”>

Stronger regulation does not mean the end of free speech. Because strategies like
deplatforming have a heavier toll on free expression,* the DSA concludes that
other measures, like reducing the prominence of disinformation through the configu-
ration of algorithmic recommender systems or demonetizing disinformation content,
could help reduce the circulation, visibility, and effect of disinformation while preserv-
ing free expression. Canada could also look to Taiwan, which does not ban posts, but
instead greys them out and informs users that the post contains mis/disinformation.
Users must then click a button to acknowledge the message, after which a notice
appears explaining why the post was flagged. This approach has two alleged advan-
tages: free expression is not compromised since the post is not censored, and platforms
can use the post to teach users how to identify disinformation.
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Doubtless, implementing stronger regulations on platforms will be met with opposition.
The opposition Conservative Party of Canada under Pierre Poilievre opposed the Online
Harms Act and would likely do the same with a DSA-inspired regulation. A group of civil
society organizations, including Amnesty International and the Canadian Civil Liberties
Association, signed a joint letter to warn against, among other things, changes to the
Criminal Code proposed by the Online Harms Act that “risk creating a serious chilling
effect on lawful speech and debate.”> However, stronger regulation of social media plat-
forms would not seek to criminalize speech, but to limit the circulation and visibility of
disinformation by imposing clear obligations and penalties.

No silver bullet: Developing the Canadian toolbox against
foreign disinformation

Foreign interference and disinformation are widely recognized as threats to Canadian
democracy. While Ottawa works to counter these threats, the Commission believes that
more must be done. Bill C-70 effectively targets some interfering practices, but
remains largely silent on disinformation. In seeking to strengthen democratic resil-
ience, we have argued that Canada should integrate media and digital literacy into
school curriculums and impose stronger regulations on social media platforms.
These measures are not a fix-all solution: they do not address the particular experiences
of Canadian diasporas, transnational repression and silencing, nor the rising use of
encrypted messaging apps for political discussion. They also do not address the role
of influential Canadians, including members of parliament, in the normalization of
polarizing discourses. Yet, maintaining the status quo while hoping that foreign disin-
formation will somehow fade away is not only unrealistic; it is irresponsible. The two
proposed measures would add to the existing ones by targeting two critical aspects of
the disinformation process: its consumption and circulation. They also constitute areas
where Canadian governments—federal, provincial, territorial, and Indigenous—have
the power to intervene in practical and meaningful ways in order to create a more resil-
ient democracy.
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