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Abstract

Real-time detection of toxic comments on social media is essential for maintaining
safe and inclusive online spaces. However, most existing AI moderation systems
are evaluated in static, offline environments using standard accuracy metrics such
as F1-score, which fail to reflect the complexities of real-world social platforms.
These traditional evaluations overlook critical operational factors, including pro-
cessing speed, user engagement, and the varying sensitivity of different users to
harmful content. Moreover, social media environments are diverse ranging from
low-toxicity personal networks to high-toxicity public spaces, and a one-size-
fits-all model may not perform optimally across all scenarios. To address these
limitations, we introduce a novel Profit-Driven Simulation (PDS) framework that
evaluates the real-time performance of toxicity detection classifiers under realistic
deployment conditions. Developed in collaboration with an industry partner, our
framework simulates user behavior, comment flow, and engagement patterns to
assess each model’s effectiveness, efficiency, and impact on platform profitability.
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We tested eight deep learning classifiers including CNN, CNN-FastText, BERT,
RoBERTa, and their lightweight variants using a week-long simulation involving
10,000 users across environments with varying levels of toxicity. Results show
that no single model is optimal for all contexts: high-throughput models per-
form best in low- and high-toxicity settings, while moderately accurate models
with reasonable efficiency excel in medium-toxicity environments. These find-
ings highlight the need to move beyond accuracy-focused evaluation and adopt
context-aware, operationally grounded approaches when selecting classifiers for
real-world deployment. The PDS framework offers a practical, scalable approach
for evaluating content moderation systems under configurable assumptions

Keywords: Toxicity Detection, Real-Time Content Moderation, Context-Aware
Model Evaluation, Simulation Framework, Classifier Efficiency, Classifier Selection

1 Introduction

Antisocial behavior on social media plat-
forms remains a serious challenge. It dis-
proportionately harms marginalized com-
munities and often drives users away
from online spaces [1–4]. Toxic comments
whether in the form of hate speech,
harassment, or direct threats not only
discourage participation but also erode
the quality of public conversation [5–
7]. For many users, repeated exposure
to this content leads to self-censorship,
withdrawal, and a sense that online envi-
ronments are unsafe [8]. In response, plat-
forms have promised to improve their
moderation practices, with a particu-
lar focus on protecting groups that face
higher risks, such as women [9].

In recent years, deep learning (DL)
methods have become central to auto-
mated toxicity detection. These models
perform well in controlled experiments,
yet they are almost always assessed with
accuracy-driven metrics in static, offline
settings. Such evaluations do not capture
the reality of large, dynamic platforms.
Social media continues to expand rapidly:
by 2025 more than 5.42 billion people
are active online [10], and platforms such
as X (formerly Twitter) and Facebook

each report hundreds of millions of users
producing enormous volumes of content
every day [11, 12]. Handling this content
stream in real time is far from trivial,
given its speed, variety, and scale [13].

Although DL models are effective at
flagging toxic material [14, 15], deploy-
ing them in live environments raises
other concerns. Real-time moderation at
scale is computationally demanding, and
traditional evaluation rarely takes into
account latency, throughput, or modera-
tion costs. Users also have little tolerance
for delay: they expect posts to appear
instantly [16, 17]. Even small lags or
errors can reduce trust, harm user expe-
rience, and eventually drive people away
[18–20].

Another complication is that toxicity
is not evenly distributed. The majority of
social media content is benign [21, 22],
while the harmful fraction is smaller,
often context-dependent, and harder to
detect reliably. Language that is offensive
in one situation may be neutral in another
[15, 23]. Patterns of activity also differ
across users, with some posting rarely and
others flooding conversations [24]. In this
environment, a single classifier tuned for
accuracy alone is unlikely to capture the
complexity of real interactions.
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To address these gaps, we propose a
Profit-Driven Simulation (PDS) frame-
work. Developed in collaboration with the
social media platform Scrawlr, PDS recre-
ates real-time flows of user content and
behavior under different levels of toxicity.
Unlike most prior work, our framework
does not stop at measuring accuracy. It
evaluates models along dimensions that
matter to platforms in practice: through-
put, operational cost, user experience,
and overall profitability.

The aim of this study is to identify
which classifiers perform best under real-
istic conditions and which can deliver the
greatest value to platforms while pro-
tecting users. We focus on three guiding
research questions:

• How should toxicity detection models
be evaluated under large-scale, real-
time conditions where offline accuracy
metrics are insufficient?

• How do different classifiers compare in
terms of predictive performance, com-
putational efficiency, and operational
cost across varying toxicity distribu-
tions?

• Can a profit-driven simulation frame-
work identify deployment-optimal
models that balance user protection,
platform objectives, and resource
constraints prior to real-world
implementation?

The contributions of this paper
are fourfold. First, we introduce
a deployment-oriented evaluation
paradigm for toxicity detection that
integrates predictive performance with
operational constraints, including
throughput, latency, user sensitivity, and
moderation cost. Second, we develop
the Profit-Driven Simulation (PDS)
framework, which models real-time
user activity, content flow, and varying

toxicity distributions to approximate
realistic social media environments.
Third, through extensive experiments
involving eight deep learning classifiers,
we demonstrate that models optimized
for offline accuracy are not necessar-
ily optimal under real-time, large-scale
constraints. Our findings reveal context-
dependent trade-offs between predictive
performance and computational effi-
ciency. Finally, we provide actionable
insights for researchers and platform
designers, showing how simulation-based
evaluation can guide classifier selection
prior to costly real-world deployment.

The rest of the paper is organized
as follows. Section 2 reviews prior work
on toxicity detection. Section 3 intro-
duces the PDS framework and its compo-
nents. Section 4 describes the experimen-
tal design and classifier configurations.
Section 5 presents our findings. Section 6
concludes the paper, discusses its limita-
tions, and outlines directions for future
work.

2 Background

In this section, we offer a brief overview
of the detection of toxic content in social
media texts. This will underscore essen-
tial aspects of social media platforms,
toxic content, and the array of solutions
employed to combat this issue.

2.1 Social Media

Microblogging platforms are networks
of real-time information, and their true
value lies in their ability to absorb timely
and relevant information that is signif-
icant to users [25]. Real-time platforms
promise an immediate experience: users
expect their generated content to be vis-
ible to followers within seconds, and any
prolonged delay could lead to user churn
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[16]. The overwhelming flow of content
generated by users, who are imagined as
potential super processors [26], creates a
significant challenge in real-time dissemi-
nation, computing, processing, and anal-
ysis of data. It is difficult to effectively
process big data as a result of its variety,
velocity, volume, and value [13]. There-
fore, the aspect of real-time processing
plays a pivotal role in addressing online
toxicity, and the developed models should
be able to handle a substantial volume of
data within a second. Unfortunately, this
aspect has been largely overlooked in the
literature. To the best of our knowledge
and based on our review of the literature,
we did not identify prior work that jointly
considers throughput, latency, and cost
for the evaluation of toxicity detection on
social media platforms.

2.2 Toxicity in Social Media

Although a significant volume of content
is shared every second, the majority of
it is relatively harmless, nontoxic, and
knowledge-based. This leaves only a small
fraction that is toxic, often represent-
ing attacks on other users, individuals,
or minority groups [21, 22]. This dif-
ference in rates of toxic and nontoxic
content complicates the task of flagging
toxic content and increases the risk of
false positives.

A dataset provided by [27] consists
of 80K tweets, each annotated with five
judgments. The dataset is categorized
into four groups: Abusive (11%), Hate-
ful (7.5%), Spam (22.5%), and Normal
(59%). It reveals that over half of the
tweets do not contain any toxic language
and are classified as normal. Furthermore,
the analysis of 293 million English tweets
using Google’s Perspective API models
by Qayyum et al. [28] demonstrated that
80 percent had toxicity scores below 0.40.

In particular, users exhibiting high tox-
icity are often reported for misconduct
violations and subsequently banned [29].
However, the enforcement of rules can
sometimes be uneven.

Furthermore, a study on 1.18M Twit-
ter (now X) conversations, encompassing
58.5M tweets and 4.4M users, found that
users with moderate activity levels dis-
played a higher proportion of toxic tweets
than both low- and high-activity users
[30]. The study conducted in this paper
determined that users posting between 10
and 1000 tweets were responsible for 22%
to 23% of toxic tweets. On the contrary,
highly active users with a substantial
number of posts (2000-10000) exhibited
a lower percentage of toxic tweets (2%-
19%) than low-activity users. Further-
more, more than 50% of the users did
not post any toxic tweets. It should be
noted that tweets from influential users
often attract more replies from users with
fewer followers, which increases the like-
lihood of influential users being targeted
with toxic comments.

In another study by Radfar et al.
[31], 178K tweets were collected from
users with different follower-friend rela-
tionships. Radfar et al. found that almost
9.6% shared tweets between users who
are mutual friends were deleted due to
the high ratio of toxicity. On the con-
trary, Twitter removed almost 40% of
tweets shared between users who are not
mutually connected or there is only a
one-way connection due to toxicity. They
later selected 6.7K tweets and annotated
them by human experts. Tweets between
users who do not have a connection were
found to be nearly three times more likely
to be toxic than tweets between mutual
friends. Additionally, they also found that
users follow great users to read their
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posts while targeting them with a toxic
message.

Thus, the variety in social media con-
tent and users emphasizes the limits of
relying on a single classifier to handle
all platform situations effectively. Con-
sequently, the dynamic nature of social
media platforms demands different tech-
niques for different cases. However, iden-
tifying the detector most suitable for
various scenarios remains a significant
challenge.

2.3 Existing Approaches for
Toxicity Detection

Recent years have witnessed a substantial
surge in research dedicated to explor-
ing both the social and computational
dimensions of toxic content detection [32–
34]. Existing research has tackled diverse
aspects of online toxicity across various
platforms. This includes endeavors such
as the detection and categorization of
toxic content [35–37], assessment of the
impact of online toxicity on communi-
ties [38, 39], characterization of different
types of toxicity [31], and identification of
toxic users [40]. In recent years, machine
learning (ML) approaches, including clas-
sical ML and DL algorithms, have been
implemented mainly to identify toxicity
in online conversations [41].

Numerous studies have used various
classical ML techniques to tackle online
toxicity. For example, logistic regres-
sion (LR) [42, 43], decision trees, ran-
dom forest (RF), and support vector
machine (SVM) [40] have been used effec-
tively to identify toxic content. Moreover,
approaches such as combining Latent
Semantic Analysis (LSA) with SVM
and using Latent Dirichlet Allocation
(LDA) [44] have been explored to address
this challenge. Additionally, ensemble
techniques, including gradient boosting,

stacking, and bagging, have been suc-
cessfully applied within this context [36].
In terms of feature extraction, meth-
ods such as bag-of-words (BOW), Term-
frequency-inverse document frequency
(TF-IDF), and word embeddings are
commonly employed [45]. The literature
offers numerous studies in which differ-
ent techniques have been compared, con-
sidering various feature extraction and
pre-processing methods [46, 47].

Since 2006, research has shifted to
DL-based models derived from Neural
Networks (NN), a branch of ML that
is rapidly gaining traction [48]. Vari-
ous Deep Neural Networks (DNN)-based
models have been also used extensively
for detecting toxic content, such as Recur-
rent Neural Networks (RNN), Convo-
lutional Neural Networks (CNN), Long
Short-term Memory (LSTM), Bidirec-
tional LSTM (BiLSTM), and Bidirec-
tional GRU (BiGRU) [49–52]. CNN is a
specific type of forward neural network
that has a layer of neurons to perform
convolution and is one of the most widely
used algorithms to classify toxic content
[5, 41, 53].

With the introduction of pre-trained
word embeddings, recent trends in text
classification tasks have switched to using
language models that are trained on large
unlabeled corpora. The work by Collobert
and Weston [54] was the first to show
the usefulness of pre-trained word embed-
dings and established word embeddings
as a highly effective tool when used in
downstream tasks. Later in 2013, Mikolov
et al. [55] created word2vec, followed in
2014 by Global Vectors(GloVe), intro-
duced by Pennington et al. in 2014 [56].
Furthermore, fastText embeddings is a
vector representation technique created
and released by Facebook AI research
[57]. It is trained on Common Crawl
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and Wikipedia for 157 languages [58].
As the name implies, it is an efficient
and fast method of learning word repre-
sentations and performing tasks. Rather
than learning word representations, fast-
Text embeddings focus on considering
the internal structure of words. This is
particularly useful for languages with a
large number of morphological forms so
that learners of these languages can learn
representations independently [59]. Word
embeddings can be used as input fea-
tures to DNN classifiers. The study by
Mohammed et al. [60] compared CNN,
RNN, LSTM, bi-LSTM, GRU, and bi-
GRU models in two scenarios. The first
utilized a multi-label classification model
with a standard embedding layer, while
the second integrated pre-trained embed-
ding corpora such as Glove, word2vec,
and fastText for these models.

Bidirectional Encoder Representa-
tions from Transformers (BERT) is
another successful pre-trained language
model introduced by Devlin et al. in
2018 [61]. It utilizes transformer-based
architecture to comprehend contextual
word relationships, generating contextu-
alized word embeddings. Unlike other
techniques, BERT’s embeddings adapt
based on sentence context, enhancing
word meaning understanding. This model
is pre-trained on extensive text data
and fine-tuned for tasks including sen-
timent analysis and question answer-
ing [62]. It employs tokenization and
multi-layer bidirectional transformers to
encode tokens, benefiting from an atten-
tion mechanism that captures inter-token
dependencies [63]. There are several vari-
ants of BERT that have been developed
to improve its efficiency and effective-
ness. BERT-base is the original version
of BERT that contains 12 transformer
layers and 110 million parameters [61].

ALBERT, introduced by Lan et al. in
2020, is a modified version of BERT that
uses parameter reduction techniques to
achieve better performance with fewer
parameters [64]. DistilBERT, introduced
by Sanh et al. in 2019 [65], is a dis-
tilled version of BERT that is smaller in
size and faster in speed, while maintain-
ing comparable performance. In 2019, Liu
et al. [66] introduced RoBERTa, which
is a large-scale BERT model that uses
dynamic masking during pre-training to
improve its effectiveness.

Using pre-trained word embeddings
has become increasingly common since
the introduction of transformer-based
structures for downstream text classi-
fication. For example, in a study by
Zhao et al. [67], the performance of dif-
ferent pre-trained language models was
compared using three distinct architec-
tures for toxic language classification:
BERT, RoBERTa, XLM, a bi-LSTM
+ (BERT or RoBERTa or XLM), and
a CNN + (BERT or RoBERTa or
XLM). Furthermore, the research con-
ducted by [68] involved evaluating the
BERT-base model against three counter-
parts, Multilingual BERT, RoBERTa and
DistilBERT. In particular, the BERT-
based model outperformed all the others,
achieving the highest level of perfor-
mance.

2.4 Evaluation Metrics

Various metrics have been used to assess
algorithm performance and compare dif-
ferent techniques developed to detect
toxic language. A systematic review of
ML techniques for toxic comment clas-
sification [41] indicates that F1-score,
accuracy, and area under the ROC
curve (AUC ROC) are the most widely
used evaluation metrics. Additionally,
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other metrics including Log Loss, Ham-
ming Loss, Mean Precision, Mean Recall,
Specificity, and Mean Error Rates are uti-
lized. These metrics primarily focus on
gauging the model’s ability to accurately
differentiate between toxic and nontoxic
content. Although crucial for identifying
the most accurate model, this assessment
is insufficient, especially in the context
of real-time information networks such as
social media platforms.

In selecting optimal toxicity classi-
fiers for social media platforms, accuracy,
F1-score, ROC-AUC, etc., are not the
only critical factors. Other elements, such
as throughput, play a pivotal role. The
notion of throughput becomes increas-
ingly significant due to the need for fast
processing of vast amounts of data within
seconds in the dynamic realm of social
media networks. Refer to Section 4.2 for a
more comprehensive exploration of these
metrics.

Therefore, this study represents a pio-
neering effort that not only prioritizes
the creation of high-accuracy DL models
but also places significance on their fast
processing capabilities, managing thou-
sands of data points per second. The
research introduces an innovative sim-
ulation framework, which assists social
media companies in the strategic choice of
efficient classifiers across diverse toxicity
levels. This framework factors in oper-
ational costs, advertising revenue, user
satisfaction, and visibility of advertise-
ments. Recognizing the influence of tox-
icity detectors on user satisfaction and
revenue, the study underscores the need
to consider more than just accuracy when
selecting a toxicity classifier. User satis-
faction and engagement emerge as crucial
elements that impact revenue generation.

3 Methodology

This section delves into the intricacies of
our PDS framework, providing insights
into how it was developed. Initially, we
highlight common features shared by
most social media platforms in Google
AdSenseGSMM. Following that, we detail
the simulation process in Section 3.3,
explaining how we simulated various
social media components and assessed the
impact of different classifiers on users and
overall profit.

To illustrate the structure and fea-
tures of the PDS framework, we begin
by offering an overview of the input
graph used in the simulation, along
with how user behavior is defined
and controlled throughout the simula-
tion (explained in Section 3.3.1). Sub-
sequently, in Section 3.3.2, we provide
a comprehensive explanation of how the
simulation operates, covering the calcula-
tion of costs, revenue, and profit.

Finally, in Section 3.3.3, we subject
the simulation to null cases to validate its
accuracy before employing it for experi-
mentation.

3.1 Generic Social Media
Model (GSMM)

We will briefly cover some of the common
features shared by most social media plat-
forms (see Figure 1). The primary feature
is the user who can create and share
information on the platform. After creat-
ing an account, users can set up a profile,
and they are then considered part of the
platform’s user base. Users can choose to
leave the platform at any time and return
later. In addition, they have the option to
follow or unfollow other users, with each
user having a list of followers and follow-
ings. The list of followers shows users who
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follow the user, while the following list
displays users that the user follows.

A post, also known as user-generated
content, can be in the form of text
(unstructured), visual, or audio. Users
can view posts generated by other users in
their following list and interact with them
by reacting or replying. Social media plat-
forms offer various ways for users to react,
such as commenting to express opinions,
offer praise, disagree, ask questions, and
participate in online conversations about
social content. Credibility is another sig-
nificant feature of social media, where
users can indicate their agreement or dis-
agreement with a post using features such
as “Likes” on Facebook or “Retweets” on
Twitter, which also facilitate the dissem-
ination of information.

On a page called the front page,
users can find a list of the most recent
posts from their following list, which are
available for a specified period. Mean-
while, the trending page showcases
the most popular posts determined by a
generic algorithm that takes into account
factors such as the time since the post
was made and the number of comments
or likes it has received.

The maintenance of social media plat-
forms greatly relies on advertisement
revenue as their primary funding source
[69]. For example, Google discloses an
annual advertising revenue of $50.57 bil-
lion, which represents 91% of their yearly
earnings. Furthermore, according to a
report by Statista 1, advertising consti-
tuted 98.3% of Facebook’s revenue and
84% of Twitter’s revenue in the first
quarter of 2021.

Taking these general features into
account, we simulate the social media

1https://www.statista.com/statistics/279456/s
hare-of-revenue-of-facebook-by-source/

environment. More details on the devel-
opment and simulation process are
described in Section 3.3. It is important
to note that, while we utilize these generic
features in our study, they may vary for
different platforms.

3.2 Environments

As discussed in Section 2.2, it is evident
that social media is not uniformly toxic.
Numerous factors play a direct role in
influencing users’ encounters with or the
creation of toxic content.

Initially, the likelihood of users engag-
ing or receiving toxic content hinges on
their network affiliation and follower/fol-
lowing ratio. Within the realm of social
media, symmetric connections, where
users mutually follow each other and
often share mutual friends, are common-
place, termed as friendship networks. In
this context, the likelihood of encounter-
ing toxic content is notably low, although
not completely absent. Essentially, toxic
interactions are less probable between
individuals who share direct connections
such as friendships, family ties, work
associations, and more. However, such
instances can still arise due to differing
viewpoints, competition, and aspirations
for status.

Another essential aspect to consider
is the reach rate, which measures the
number of users who come across con-
tent from an account. Some users receive
many comments, reactions, or reposts,
which brings their posts to the atten-
tion of a wide audience [24]. For instance,
this is often the case with celebrities,
influencers, and public figures, commonly
referred to as “high-reach” users in
this paper, who have substantial reach-
ing rates from both followers and non-
followers. Whether these users encounter
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Fig. 1 The architecture of social media

hurtful comments depends on their exper-
tise and their audience. Influencers,
activists, and politicians, for example, are
more likely to face such negativity. Also,
users who post a lot, especially those who
get into arguments, are more likely to be
attacked or criticized. As the reach rates
increase, these users become more vulner-
able to encountering toxic content, even
if they themselves generate less toxic con-
tent. It is exceptionally uncommon for
high-reach users to respond negatively to
comments from their followers

Moreover, for high-reach users, the
balance between the number of their
followers and the limited number of
accounts they follow is another crucial
aspect in addition to the reaching rate.

These users often have a significantly
larger number of followers compared to
the few accounts they follow. This dis-
crepancy increases the chances of encoun-
tering toxic comments. In a broader con-
text, interactions that involve users who
lack any previous connection, indicating
that they do not follow each other, tend
to be more toxic. The concept of reach-
ing rates is also applicable to the content
they share. High-reach users’ posts, along
with public content and trending pages,
typically reach a larger audience com-
pared to personal posts from users with
fewer followers or private accounts. As a
result, both creators of widely seen posts
and users who frequently comment face
an increased risk of encountering toxic
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content. In summary, environments char-
acterized by frequent highly visible posts
often exhibit a higher frequency of toxic
occurrences.

Hence, the varied nature of toxic-
ity within social media underscores the
necessity for an appropriate toxic con-
tent detector that effectively aligns with
this diversity. A single detector cannot
reliably perform optimally in different
environments. Additionally, the imple-
mentation of classifiers customized for
each specific environment has significant
potential for profitability for social media
companies. Subsequent paragraphs will
delve into this hypothesis with more com-
prehensive details.

Consequently, we define three levels of
social media toxicity: low, medium, and
high, determined by factors such as the
user network and the reach rate. Within
these toxicity tiers, we will evaluate the
effectiveness of the detectors in diverse
settings.

3.3 Social Media Profit
Simulation

3.3.1 Input Graph and User
Behavior

Our consideration involves a group of
users connected to each other, with their
own list of followers and followings. Users
can create posts visible to their followers,
and interact with posts by reading, lik-
ing, and commenting. We focus only on
users who do not want to be exposed to
toxic content, although some users may
view social media as a platform for self-
expression and do not mind encountering
toxic content.

User engagement on online platforms
can affect the likelihood of encounter-
ing harmful content, and personal attacks

may lead to decreased activity or plat-
form abandonment [17]. Inaccurate toxi-
city detection systems can result in users
receiving multiple toxic messages (false
negatives) and leaving the platform to
avoid further exposure.

Disengagement from a platform can
occur due to various reasons beyond
user sensitivity to harmful content. For
instance, frequent post-flagging as toxic
can lead to disengagement, particularly
when false positives are produced by the
classifier. While accurate blocking (true
positive) may not significantly affect user
engagement, the effect of false positives
can be significant. Classifier performance
typically has a significant impact on user
engagement, with a well-functioning clas-
sifier potentially increasing engagement.
Simulation frameworks can be used to
compare the impact of different toxic-
ity classifiers under various conditions
and evaluation metrics. The PDS frame-
work assesses user behavior according to
three factors that can cause dissatisfac-
tion with their social media experience
(see Figure 2). It is important to note
that there is a pre-established limit for
the number of posts received for differ-
ent reasons, and exceeding this limit may
lead to user disengagement and platform
abandonment. The reasons are as follows:

Toxic posts: The simulation tracks
the number of visible toxic posts (false
negative) received by users. If a user is
exposed to too many toxic posts, they
may become disinterested in the platform
and leave, resulting in zero revenue for the
company. User engagement is measured
by the amount of time they spend reading
content each day, and a decrease in read-
ing time may be a result of the platform’s
toxic content.

Blocked posts: The simulation
records the number of blocked posts (true
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Fig. 2 Different user disengagement reasons

positive) for each user due to the toxic-
ity detector’s evaluation. If the detector
is too stringent in its assessment, it may
block several posts that are not highly
toxic, or if it is biased in its classification
of toxic content.

Accused Posts: The simulation
records and keeps track of the number
of false positives for each user, where
nontoxic posts are wrongly detected as
toxic.

3.3.2 How the PDS Framework
works

The simulation system incorporates mul-
tiple inputs, such as the user graph,
pre-trained classifiers, and previously cal-
culated predictions. As mentioned earlier,
the user graph comprises users, their fol-
lowers, followings, and different sensitiv-
ity levels.

In order to simulate the real-time sys-
tem used by social media, the PDS frame-
work involves the concurrent operation of

three distinct threads, as illustrated in
Figure 3, detailed below.

Reader Thread: The simulation
involves the replication of user activi-
ties such as reading, commenting, and
liking posts. To accomplish this, we
have defined three distinct states namely
Waiting, Read Session, and Read
Post. Initially, all users are in the wait-
ing state. They are subsequently assigned
to their unique reading session using a
designated function. Each reading session
contains all the new posts available on the
front page and the trending page, which
are specific to each user. The front page
displays all posts created by the user’s fol-
lowings, while the trending page features
popular posts whose creators are not on
the reader’s followings list. Notably, the
trending page is dynamic and changes at
the end of the simulated day. In order to
guarantee that all posts are available and
not concealed, snapshots of the front and
trending pages are captured when a user
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Fig. 3 Architecture for the PDS Framework

enters the reading session. These snap-
shots are later inspected to identify any
posts that have been removed. Once a
toxicity detector is implemented to distin-
guish between toxic and nontoxic posts,
some posts may be hidden from the user
based on the detector’s classification.

We made the assumption that users
would first read all unread posts from

the people they follow before moving on
to unread posts from the trending page,
if time permits. During the Reading ses-
sion, the time spent by users is recorded.
Reading sessions are scheduled for a cer-
tain amount of time, and some users may
read in many small sessions throughout
the day, while others may read in fewer
or larger chunks. If a user reads a post,
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they are moved to the next state, Reading
post, and then return to the reading ses-
sion to read the next post. The time spent
in the Reading post state is also recorded.
Users are permitted to follow or unfollow
the creators of posts they are reading. If a
reader decides to follow the creator of an
additional post while reading it, their list
of followings will expand during the sim-
ulation. As a result, the number of posts
that they can read will increase, poten-
tially leading to a decrease in the number
of readers leaving their reading session
early. Users can also like and/or comment
on each post during the reading session.
A user’s engagement increases when they
like or comment on a post, while reading
toxic content decreases their engagement.
When the allotted time for the reading
session is over, the user returns to the
waiting state until they decide to check
for updates and view generated content
again.

For the creation of the trending page,
we take into account the number of likes
(α) and the number of comments (β)
received by each public post, along with
the time it takes (γ) to accumulate those
likes and comments. This information is
used to compute the post’s score using
the formula:

Score = αw1 + βw2 − γw3 (1)

where w1, w2, w3 > 0 and w1+w2+w3 =
1.

By ranking posts (created within
a simulated time) in descending order
based on their scores, we select the top
100 posts as trending posts for updating
the trending page. The trending page is
refreshed every simulated day and prior
to users entering their reading session,
the system checks if an update to the
trending page is needed.

Poster Thread: It simulates how
users create new content (toxic and non-
toxic). It only includes the Waiting state,
where all users are present and can decide
whether or not to post. A time will be
assigned for each user. Based on their
unique probability of generating toxic
posts provided by the user graph, a Nor-
mal distribution (Gaussian distribution)
determines whether the user creates a
toxic/nontoxic post. If the user decides to
generate a post, then a post will be cre-
ated. Moreover, the system keeps track
of the time per user for generating a
post, indicating when each post is gener-
ated. This means that the time interval
between each post generated by a user
can be determined. It should be noted
that prior to receiving newly generated
posts from the Poster Thread, certain
posts have already been forwarded to
the Reader Thread, providing users with
some content to peruse during the simu-
lation.

Detection Thread: which simulates
detecting and hiding toxic posts in real-
time. This thread includes two states,
Waiting and Processing. A detector is
first in the waiting state until it receives
posts as input for classifying. Note that,
all three threads happen simultaneously,
then the number of available posts for
processing is different every time. Addi-
tionally, we considered different batch
sizes for detectors to take input for clas-
sification, which resulted in different pro-
cessing times.

In terms of time, the PDS framework
runs on a compressed timescale, where we
can simulate a long-running simulation
within a short span of time, while still
operating in a real-time system. In addi-
tion, precalculation is done within the
simulation to speed up the system so that
we can perform long-running simulations.
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Social media toxicity is influenced by
the user’s network and reaching rate.
Toxic content is less likely in friend-
ship networks but still possible. Users
with high-reaching rates are more likely
to receive toxic comments, especially on
high-reaching posts. Therefore, we have
categorized toxicity into three levels: low,
medium, and high, and we will evalu-
ate the detectors’ efficacy in different
environments across these three levels of
toxicity.

Finally, the outputs of the simula-
tion include profit, revenue from user
engagement, costs of the machine for
using classifiers, the number of users who
did not leave the platform, the number of
uncreated posts (because the user left the
platform), the confusion matrix (error
matrix) of the detection results, the total
number of posts created by users, and
the total number of blocked posts because
of toxicity. Note that a confusion matrix
is used to summarize the performance
of classifiers. This method is useful for
measuring Precision, Recall, Accuracy,
F1-score, and AUC-ROC curves which
will be explained later in Section 4.2.

Cost: We precompute the actual time
that a detector takes to do the batch
computation and then using a linear
transform between the two estimates the
amount of computation time will be cal-
culated. To calculate the cost of a clas-
sification task using instances, we first
determine the total cost per second for
an instance used to run the batch clas-
sification. Then, the total cost for each
classifier is calculated by multiplying the
cost per second of the instance used for
batch classification and the total detec-
tion time. In this context, Wi represents
the cost incurred by instance i when pro-
cessing and classifying samples within a
given time frame. Similarly, Tx,i denotes

the total time taken by classifier x run-
ning on instance i to complete the clas-
sification of S samples. Therefore, the
total cost for classifying n samples using
instance (i) per classifier (x) is given by
the following formula:

Tx(t, s) =
∑
s∈S

ts (2)

where

• Tx,i(t, s) is the total time for process-
ing S samples by classifier x.

• ts: time required for classifying sample
s.

therefore, the total cost is equal to:

C(x, i) = T ×W (3)

Revenue: As mentioned earlier in
Section 3.1, advertising is the primary
source of revenue for social media compa-
nies. Consider that every post includes an
advertisement, which generates revenue
per view when users view it. By acknowl-
edging that every post incorporates an
advertisement, revenue is generated in
accordance with the views it accumu-
lates from users. In other words, each
view encompasses both content and ads,
and a higher number of views results in
more revenue. This is due to the platform
receiving payments for showcasing adver-
tisements to its users, effectively leading
to increased revenue.

Assume Av represents the revenue
earned per advertisement’s view. Let u
∈ Um is a user on platform m, and N(u,
m) shows the total number of views by
user u on the platform m. Then

V =
∑
u∈U

N(u,m) (4)

14



V represents the total number of views
on platform m that have been carried
out by U users. Thus, the total revenue
generated from viewing posts is given by:

R = A× V (5)

Profit: Profit can be calculated by sub-
tracting the total cost from the revenue
generated.

Px,i = R− C (6)

Px,i represents the profit generated by
classifier x, while the R and C determine
the revenue and cost associated with the
application of classifier x using instance
i, respectively.

In this study, we used the simplest
form of profit. Since the simulation tracks
user departures caused by toxic expo-
sure, wrongful blocking, and false accu-
sations, this formulation also partially
reflects long-term retention, as users who
leave no longer generate revenue. This
profit definition is not fixed and can
be extended with additional factors such
as brand reputation, regulatory compli-
ance costs, legal liability, or demographic-
based advertising pricing, depending on
the priorities and data available to each
platform.

3.3.3 Null Case Verification

The main goal of this study is to identify
efficient techniques for addressing online
toxicity and increasing user engagement.
Thus, using the PDS framework we will
test different scenarios to find the best
solution per case. To ensure that the PDS
framework meets expectations, we first
tested several null cases. All null clas-
sifiers have zero computation costs, and
all machines are the same type. The key

parameters for simulating null cases are
presented in Table 1.

• Perfect Detector (PD): Always
returns the correct detection for toxic
or nontoxic.

• Always Toxic Detector (AT):
Returns toxic for all detections.

• Always Nontoxic Detector (AN):
Returns nontoxic for all detections.

• Random Detector (RD): Equally
likely to return toxic or nontoxic for all
detections.

The Perfect Detector (PD) is the most
ideal detector. It is unlikely that a user
will leave this platform because of toxic
or accused posts. Nevertheless, blocking
posts may cause some users to leave the
platform. It is important to note that
revenue is derived from views of posts,
but not from hidden posts. Therefore, a
perfect detector does not generate more
revenue since toxic posts will be blocked
and no one will see them.

The Always Toxic Detector (AT) is
the worst detector. Due to the fact that
no post will be visible to users, it will
generate zero profit in any environment.
Users will eventually leave the platform.

Always nontoxic Detector (AN) does
not hide any toxic posts, then users who
are sensitive to toxic posts will leave the
platform. It generates the most revenue
because all posts even toxic ones will be
shown to users. The revenue decreases
over time due to users leaving the plat-
form because of toxic posts. The worst
case happens in a highly-toxic environ-
ment, and the highest revenue will be
generated in a slightly-toxic environment.

Random Detector (RD) fails to func-
tion accurately. The posts are incorrectly
classified as toxic or nontoxic in this case.
It is possible that some users will leave
the platform because of posts that are
toxic but the classifier failed to detect
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them; or because of posts that are falsely
detected and blocked as toxic; or due to
blocked posts. The revenue generated by
RD varies depending on the environment.

The simulation was run with a shrink
factor of 100 ×, enabling it to model a
week of activity over the course of 6048
seconds, while incorporating 10,000 users
during the process. The use of a shrink
factor in the simulation is a common tech-
nique used to speed up the execution time
of simulations. By reducing the scale of
the simulation, it is possible to run it
more quickly while still maintaining the
overall accuracy of the results. In this
case, the shrink factor of 100 allowed the
PDS framework to execute much more
quickly than it would have if it had
run at full scale, while still representing
a full week of activity. The four detec-
tors were evaluated across environments
with varying levels of toxicity: from low
toxicity, indicating approximately 20%,
to medium toxicity encompassing around
50%, and highly toxic environments com-
prising over 80%. In this case, zero cost
is assumed, resulting in the profit being
equal to the revenue.

As discussed above, revenue is also
generated based on the number of views
by users. To determine the revenue
earned per view of an advertisement,
Google AdSense 2 was utilized. Selecting
the North America region and the Peo-
ple and Society content category would
yield a revenue of $0.0086 per view,
according to Google AdSense. This pro-
jection suggests that 50,000 monthly
views would generate an annual revenue
of $5,202. Therefore, all three threads
(Poster, Reader, Detector) will begin
simultaneously. This results in some posts
that are not analyzed by the detector and
are displayed to users as is. Table 2 shows

2https://adsense.google.com/

Table 1 PDS Framework Parameters for
Null Cases Verification

Parameter Value

Shrink Factor 100 ×
Simulation Duration 604800 sec
Users 10,000
Ad revenue $0.0086
Cost 0
Low Toxic ratio ∼20%
Medium Toxic ratio ∼50%
High Toxic ratio ∼80%
Machine Type Paperspace P4000

the profit generated by each detector in
different environments.

The simulation results validate our
null hypotheses across multiple envi-
ronments and confirm the reliability of
the simulation. Apparently, PD offers
the best performance and profitability
regardless of the environment. AT, on the
other hand, made no profit because all
posts were treated as toxic content and
were hidden from users, so they couldn’t
be seen or read by other users. In all
environments, AN outperforms RD.

Figure 4 provides an overview of user
fall over the simulation time. It is evi-
dent that across all environments, the
PD classifier demonstrates the lowest user
churn rate when compared to other clas-
sifiers. Specifically, PD exhibits the least
user attrition in the low-toxic environ-
ment, while experiencing the higher user
churn in medium- and high-toxic environ-
ments. Moreover, AT and PD experience
a sudden rise in user fall at the beginning
of the simulation, which then gradually
increases. Similarly, RD and AN show a
notable number of users leaving, with a
major churn of more than 7500 users tak-
ing place within the initial 2000 seconds,
followed by a gradual increase.

According to Figure 5 which shows
the number of users who left the platform
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Table 2 Profit Variation Across Different
Environments in Null Cases

Environment Detector Profit ($)

Low Toxic
PD 381,990
RD 40,313
AT 0
AN 83,853

Medium Toxic
PD 214,315
RD 13,568
AT 0
AN 23,044

High Toxic
PD 146,164
RD 10,209
AT 0
AN 15,094

per second for various reasons, when PD
is applied in all environments, users leave
the platform only because they get many
posts blocked because of toxicity, not
because they receive toxic content or their
posts are incorrectly blocked. AN, how-
ever, causes many users to leave even in
low-toxic environments due to no control
over shared content and toxicity. When
AN is used, fewer users leave the low toxic
environment compared to medium/high
toxic environments.

It was evident that AT blocked all
posts, so users eventually left the plat-
form after their posts were blocked incor-
rectly or correctly and there were no
posts for followers to read. Addition-
ally, more users left because of wrongly
blocked posts in higher and medium-toxic
environments than in a low-toxic envi-
ronment. As toxicity increases (medium
and high-toxic), the number of users
who leave due to blocked posts by AT
increases, while the number of users
who leave due to wrongly blocked posts
decreases. RD results in users leaving for
all three reasons in all environments. In
addition, a higher level of toxicity leads

to a larger number of left users who don’t
wish to see toxic content.

Users were tracked throughout the
simulation and both their departure and
reasons were recorded. PD clearly out-
performs other approaches, and the line
chart shows that it gradually increases
over simulation time, even if it starts out
sharply. Initially, AT loses the most users,
but their numbers gradually increase over
time. In both RD and AN, the maxi-
mum number of left users has finally been
reached.

In general, the simulation outcomes
illustrate that diverse classifiers’ effective-
ness and efficiency can be evaluated in
a range of settings, and user engagement
can be tracked throughout the simulation
process.

4 Experimental Setup

This section describes our experiment
setup, including the toxic dataset for tox-
icity detection, the graph dataset for our
PDS framework, and the classifiers used
in the detection thread. We also explain
the improvements made to the classifiers
for higher throughput and provide details
on the computing resources and tools
utilized in our experiments.

4.1 Datasets

4.1.1 Toxic text data set

We utilized a dataset from the Google
Jigsaw team [6] to train our detec-
tors. This dataset comprises 159,571
Wikipedia comments that have been
human-rated for toxicity across six cate-
gories: toxic, severe toxic, insult, obscene,
threat, and identity hate. Additionally,
the dataset contains comments labeled as
nontoxic. For classifier development, the
dataset was stratified and split into three
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Fig. 4 User churn over the simulation period for Null Cases

18



Fig. 5 The number of users left for different reasons based on the classifier used

sets: a training set (70%), a validation set
(20%), and a test set (10%).

4.1.2 Graph data set

To better reflect the typical behavior
of social media users, a dataset consist-
ing of 10,000 users was generated, with
consideration given to various follower/-
following ratios. The follower/following
ratio, which is calculated by dividing the
number of users following an individual
(followers) by the number of users they
follow (followings), can provide insight
into the type of user on social media
platforms [70]. Normal users typically
have an equal ratio of followers to fol-
lowings, while celebrities or influencers
have a higher number of followers and a
lower number of followings, resulting in a
high follower/following ratio. New or less
active users tend to have a lower num-
ber of followers and a higher number of
followings. Fake accounts often have few
followers, while normal users tend to have

identifiable followers such as family and
friends. Additionally, profiles can be pub-
lic or private, allowing users to choose
who sees their content. Popular content
can be found on the trending page.

To ensure user engagement and
retention, each user in the experiment
was assigned maximum sensitivity levels
based on various factors. For example,
a toxic content threshold was assigned
to each user using a normal distribu-
tion (Gaussian distribution) to repre-
sent their sensitivity to toxic content.
This is a standard choice for represent-
ing heterogeneous individual traits in
agent-based and social simulation stud-
ies when no established empirical dis-
tribution is available in the literature,
and it reflects the assumption that most
users hold a moderate sensitivity to
toxic content, with fewer users at the
extremes. Testing alternative distribu-
tions as empirical data becomes available
is left for future work. Additionally, ran-
dom numbers were generated for each
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user’s threshold to account for scenarios
such as posts being blocked correctly or
incorrectly. Each user also had a unique
probability of liking, commenting, follow-
ing, unfollowing, and creating new posts.

4.2 Detectors

To detect toxic content in social media
streams, we developed multiple deep
learning classifiers to operate within the
Detection Thread of the Profit-Driven
Simulation (PDS) framework. These clas-
sifiers were selected based on their bal-
ance between accuracy and throughput,
key factors for real-time deployment. The
models include CNN, CNN-FastText,
BERT, RoBERTa, and miniature BERT
variants such as BERT-Tiny and BERT-
Mini. This range offers diversity in archi-
tecture and operational trade-offs. While
recent large language models (LLMs) like
GPT or LLaMA provide high accuracy,
they are impractical for high-throughput
environments due to their computational
cost. Our focus is thus on deployable,
efficient models suitable for real-world
moderation.

All classifiers were trained and eval-
uated on the same toxicity dataset to
ensure consistency and fairness in com-
parison.

We evaluated classifier performance
using four metrics: Accuracy, AUC-ROC,
F1-score, and Throughput. Accuracy
measures the proportion of correct pre-
dictions. AUC-ROC reflects the model’s
ability to distinguish between toxic and
non-toxic content. F1-score balances pre-
cision and recall, offering a single measure
of effectiveness. Throughput quantifies
how many samples are processed per sec-
ond, capturing real-time performance.

Throughput =
N

t
(7)

where N is the number of test samples
and t is the total inference time.

In total, eight classifier variants were
developed, four CNN-based and four
Transformer-based. Each group includes
a high-accuracy and a high-throughput
variant. CNN variants were optimized for
speed, while Transformer variants include
distilled and miniature BERT/RoBERTa
models to improve efficiency. These clas-
sifiers are assessed within the PDS frame-
work to determine their effectiveness
and cost-efficiency for real-time toxicity
detection. Further architectural details
and performance enhancements are pro-
vided in Sections 4.2.1–4.2.2.

4.2.1 Detectors selected for
best accuracy

CNN-based

The input to the CNN model undergoes
data cleaning and preprocessing, which
involves removing URLs, punctuations,
digits, stop-words, and normalizing cases,
acronyms, and abbreviations. Tokeniza-
tion is performed, and the text comments
are truncated or padded to a fixed length
before being converted to vector words.
The model comprises four 1D convolu-
tional layers with multiple window sizes
and output channels. A pooling layer is
utilized to reduce the dimensionality of
the convolutions, followed by a global
max pooling to further reduce the dimen-
sion. The hidden layers of the model
employ ReLU activation function, while
the output layer uses Sigmoid activation
function with a classification threshold of
0.5. During training, binary cross entropy
is used as the loss function to measure the
difference between predicted and actual
labels. Additionally, Adam optimizer is
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employed to update the model’s parame-
ters during training, which helps to speed
up convergence and improve accuracy.

We incorporated pre-trained fastText
word embeddings into our CNN model
to accelerate the training process (CNN-
fastText). Our experiments employed the
“crawl-300d-2M” embeddings, which con-
sist of 2 million word vectors trained on
Common Crawl using a continuous bag
of words (CBOW) with position weights,
character n-grams of length 5, and a win-
dow of size 5 and 10 negatives. The CNN
model convolves over the embedded vec-
tors, which are then passed through a
max pooling layer to reduce the dimen-
sionality. The final classification is per-
formed using fully connected layers with
a Sigmoid activation function. The use
of pre-trained word embeddings helped
to significantly reduce the training time
of our CNN model. The hyperparameter
tuning for these models was performed
using a random search.

The experimental results for the most
accurate CNN and CNN-fastText models
are shown in Table 3.

According to the results, the CNN
model with 30 epochs, 128 batches,
2.00E-05 learning rate, and 0.1 dropout
rate achieved the highest accuracy (92%),
and F1-score (72.33%) followed closely
by the CNN model with fastText embed-
ding, which had a higher AUC, F1-score
and throughput. Please note that, while
these models are accurate, their through-
puts are currently inadequate for effec-
tive application in social media scenarios.
Hence, we are actively exploring ways to
enhance their throughput without com-
promising their accuracy.

Transformer-based

We utilized the Huggingface trans-
former library, which is compatible with
Tensorflow 2.4.1. To detect toxicity,
we tested various versions of BERT
such as BERT-base, ALBERT, Distil-
bert, RoBERTa-base, RoBERTa-large,
and DistilRoBERTa. To prepare text
data for BERT-based models, we used
BERT tokenizer, which transforms raw
text into BERT-compliant tokens. A pre-
trained BERT model has a built-in tok-
enizer and can handle up to 512 tokens,
which is the maximum limit in BERT.
During the training phase, we limited the
token length to 200, 256, and 400 tokens
to address computational constraints or
minimize the risk of overfitting on lengthy
sequences. A classification threshold of
0.5 was applied to the output layer for all
transformer-based models.

The BERT architecture utilizes the
Self Attention mechanism of the Trans-
former model to acquire context by exam-
ining word embeddings in other sen-
tences. We trained our models using dif-
ferent epochs and batch sizes, employed
the binary cross-entropy loss function,
and Adam adaptive optimizer with vary-
ing learning rates for better GPU utiliza-
tion.

To identify the most accurate BERT
and RoBERTa architectures, we con-
ducted experiments and tested various
variants by adjusting random hyper-
parameters, such as dropout probabil-
ities and ReLU activation. We ran-
domly explored a different set of hyper-
parameters for each model to identify
the one that produced the most accu-
rate results. We tested the Accuracy,
AUC, F1-score, and Throughput values
for each model, and their respective opti-
mal hyper-parameters are reported in
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Table 3 Classification Experiment Results and Parameters for CNN-based Models with the Best
Accuracy

Model Epoch Batch Learning Dropout Filters Accuracy AUC F1-score Throughput
size rate rate (s)

CNN 30 128 2.00E-05 0.1 128 0.92 0.70 0.72 2319
CNN fastText Crawl 3 256 0.002 0.4 300 0.92 0.77 0.75 3849

Table 4 for both BERT and RoBERTa
models.

The results demonstrate that all
BERT and RoBERTa-based models
exhibit nearly identical accuracy and F1-
score in detecting online toxicity, with
variations in throughput. BERT-base
has the highest AUC (79%) and F1-score
(78%), but the lowest throughput (25).
Distilbert has a lower AUC and F1-score
compared to BERT-base but a higher
throughput (64). RoBERTa-base and
DistilRoBERTa are very close in terms
of accuracy, AUC, and F-score, but they
have different throughputs. However,
in the context of social media, where
thousands of posts and comments are
received every second, faster predictions
are necessary. Despite their acceptable
accuracy, AUC, and F1-score, transform-
ers have low throughput and require
improvements for practical use.

In the upcoming sections, we will
detail the modifications applied to the
CNN, CNN-fastText, BERT-based, and
RoBERTa-based models with the aim
of improving their throughput and prof-
itability.

4.2.2 Modified detectors
selected for best profit

Although the developed models are accu-
rate in classification tasks, they are not
optimal for high-throughput toxicity clas-
sification. To address this challenge, a
variety of approaches have been suggested
and put into practice to find the right

balance between throughput and accu-
racy. However, it’s important to note that
the classifier with the highest through-
put may not necessarily be the optimal
choice for toxicity detection and applica-
tion on platforms. There are numerous
other factors that can not be adequately
evaluated using metrics such as accuracy
or throughput. Therefore, at the end of
the assessment, models exhibiting both
high throughput and high accuracy will
be selected for testing within the PDS
framework. Ultimately, the most prof-
itable model, which is best suited for each
environment, will be chosen.

CNN-based

(1) Tuning Parameters: A potential
avenue for enhancing throughput involves
adjusting parameters including learn-
ing rates and filters. We experimented
with various parameter sets for CNN-
based models to evaluate the impact on
throughput.

(2) Shallower Network Topology:
To potentially increase the throughput of
a CNN, we experimented with reducing
the depth of the network. While deeper
networks can improve accuracy, they can
also be computationally expensive and
slow down the process. A shallower net-
work with fewer convolutional 1D layers
can be a good compromise between accu-
racy and throughput. For instance, we
tested a CNN with four convolution layers
and found that while it performed accu-
rately enough, its throughput needed to
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Table 4 Classification experiment results and parameters for BERT-based models with the best
accuracy

Model Epoch Batch Learning Dropout Accuracy AUC F1-score Throughput
size rate rate (s)

BERT 3 8 2.00E-05 0.1 0.92 0.79 0.78 25
Distilbert 1 2 2.00E-05 0.2 0.92 0.71 0.75 64
ALBERT 1 16 2.00E-05 0.3 0.92 0.70 0.73 44
RoBERTa 4 16 2.00E-05 0.1 0.92 0.78 0.77 54
DistilRoBERTa 3 16 2.00E-05 0.2 0.92 0.77 0.77 91

be improved. To achieve this, we exper-
imented with reducing the number of
convolution layers to three and two, while
still maintaining good accuracy.

(3) Smallest pre-trained embed-
ding: Using larger pre-trained mod-
els can improve accuracy, but we also
tested how smaller pre-trained fastText
embedding would affect CNN perfor-
mance. We compared two fastText pre-
trained embeddings: wiki-news-300d-1M
(16B tokens) and crawl-300d-2M (600B
tokens). The wiki-news-300d-1M, which
is trained on Wikipedia 2017, UMBC
web-based corpus, and statmt.org news
dataset has 1 million word vectors com-
pared to crawl-300d-2M.

It is worth noting that while tuning
model parameters and adjusting network
topology can improve throughput, hard-
ware and software optimization, such as
using specialized hardware and efficient
libraries, can also impact it significantly.
However, these factors were not consid-
ered in this study and will be explored in
future work.

After hyperparameter tuning and
adjusting the network topology, the CNN
model achieved the highest throughput
of 12550 per second with 2 convolution
layers, batch size of 128, learning rate of
0.01, maximum features of 50000, and fil-
ter size of 64. However, it is important
to note that only parameter tuning could
not significantly improve throughput; a
shallower network topology had a more

substantial impact. Combining both a
shallower network and tuned parameters
led to improved throughput. Similar tech-
niques were applied to CNN-fastText,
considering different word embeddings.
Results revealed that the CNN model
without pre-trained embeddings per-
formed best, while among the fastText
pre-trained embeddings, the Crawl news
model achieved higher throughput than
the wiki-news model. The CNN model
using Crawl News achieved a throughput
of 9364 per second with 2 convolution 1D
layers, GlobalMaxPooling1D, batch size
of 128, learning rate of 0.01, maximum
features of 40000, and filter size of 32.
In contrast, the CNN model using wiki-
news reached a throughput of 6863 per
second with 4 convolution layers. Addi-
tional details are available in Table 5
and Table 6 for CNN and CNN-fastText
models, respectively.

Transformer-based

Transformers are known for their high
computational requirements due to a
large number of parameters and mul-
tiple layers of transformers. This limi-
tation often makes them unsuitable for
real-time applications that require high
throughput. To address this issue, we
explored various BERT models, includ-
ing BERT-base, DistilBERT, ALBERT,
RoBERTa, and DistilRoBERTa, to iden-
tify the most efficient models that offer
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Table 5 Throughput Improvement for CNN Models

Throughput Accuracy AUC F1-score Hidden Filter Batch Learning
(s) layers Size Rate

1,694 91.14% 64.50% 61.41% 4 128 512 0.01
2,319 92.06% 70.0% 72.33% 4 128 128 2.00E-05
3,359 90.91% 75.25% 70.59% 4 400 128 5.00E-05
4,845 91.82% 69.98% 70.76% 4 128 256 0.01
6,085 90.98% 73.34% 69.54% 3 300 256 0.002
7,887 90.41% 74.12% 68.73% 3 128 128 0.01
8,651 90.27% 74.0% 68.03% 3 128 64 0.01
10,777 91.40% 73.91% 71.72% 2 128 64 0.01
11,356 91.26% 69.80% 71.37% 2 200 64 0.02
11,934 91.35% 71.38% 68.61% 2 300 64 0.0002
12,550 91.47% 72.12% 70.98% 2 300 64 0.0002

Table 6 Throughput Improvement for CNN-fastText Models

Throughput Accuracy AUC F1-score Hidden Sources Filter Batch Learning
(s) layers Size Rate

1,860 91.74% 76.83% 73.81% 4 crawl 300 512 0.002
2,028 90.60% 77.25% 74.05% 4 wiki 300 256 0.0002
2,416 91.32% 79.25% 74.26% 4 wiki 300 128 0.002
3,849 92.14% 77.65% 75.25% 4 crawl 300 256 0.002
4,085 91.08% 80.30% 74.03% 4 crawl 300 64 5.00E-5
5,498 91.20% 80.70% 74.96% 3 crawl 300 64 5.00E-5
5,642 91.28% 80.65% 74.52% 3 crawl 300 64 5.00E-5
6,863 90.88% 84.40% 74.71% 2 wiki 128 128 0.001
6,877 91.92% 71.43% 73.28% 4 crawl 128 256 0.01
7,867 91.76% 82.28% 76.39% 2 crawl 64 128 0.001
8,432 91.39% 80.91% 75.04% 2 crawl 64 128 0.0001
9,364 91.74% 73.80% 73.62% 2 crawl 32 128 0.01

high throughput. In addition, we tested
all 24 BERT miniatures and found that
BERT-Tiny, with two transformer layers
and a hidden embedding size of 128, was
the most suitable model for our mem-
ory and throughput requirements (for
more information about BERT minia-
tures, refer to Appendix A (Table 9).
Through multiple experiments involving
adjustments to parameters, we observed
that BERT-Tiny performed optimally
with epoch=1, batch-size=16, learning-
rate=2.00E-05, and dropout-rate=0.3,
yielding an accuracy of 91%, a through-
put of 1527 along with an AUC and F1-
score of 68.79% and 70.36%, respectively.

Among RoBERTa-based variants, Distil-
RoBERTa achieved the highest through-
put at 115 per second, accompanied by
accuracy, AUC, and F1-score of 89.76%,
60.03%, and 67%, respectively. A compar-
ison of the throughput among different
versions of BERT and RoBERTa is sepa-
rately illustrated in Figure 6. The results
point out that utilizing smaller variants
of BERT and RoBERTa embeddings led
to higher throughput.

As you observe, classifiers exhibit sig-
nificant differences in terms of evaluation
metrics. The results are derived from
testing algorithms in simple experimen-
tal setups, which may not accurately
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Fig. 6 Throughput for BERT-based and RoBERTa-based Models per second. Note: L = the Number
of layers and H = Hidden size.

reflect the complexity of large-scale social
media environments. Consequently, we
have selected the best models based on
their accuracy, F1-score, and through-
put to compare and evaluate them using
the PDS framework, while other aspects
such as cost, revenue, and user satis-
faction will also be evaluated this time.
Table 7 presents the list of chosen clas-
sifiers. Notably, BERT-base boasts the
highest accuracy (92.96%) and F1-score
(78.26%) among all the models selected

for PDS framework, while CNN exhibits
the highest throughput (12,550). To dif-
ferentiate between the models selected for
PDS framework, we utilized the suffixes
v1 and v2, where v1 indicates the version
with higher accuracy, and v2 denotes the
version with superior throughput.

4.3 Environments

The evaluation of classifiers spanned
across environments exhibiting diverse
levels of toxicity. These ranged from low
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Table 7 All models selected for experimentation

Model Accuracy AUC F1-score Throughput (s)

Accuracy

CNNv1 92.06% 70.06% 72.33% 2319
CNN-fastTextv1 92.14% 77.65% 75.25% 3,849
BERT-basev1 92.96% 78.50% 78.26% 25

RoBERTa-basev1 92.88% 78.63% 77.44% 54

Throughput

CNNv2 91.47% 72.12% 70.98% 12,550
CNN-fastTextv2 91.74% 77.65% 75.25% 9,364
BERT-Tinyv2 91.50% 68.79% 70.36% 1,527

DistilRoBERTa-basev2 89.76% 60.03% 60.67% 115

toxicity, encompassing roughly 20%, to
medium toxicity, which included about
50%, and highly toxic environments, con-
stituting over 80%.

4.4 Computer Power

We used the cloud computing instance
“Paperspace P4000” with NVIDIA
GPUs3 for our study. P4000 has 1 GPU
with 8 GB memory, NVIDIA QUADRO
P4000 type, 30 GB RAM, 8 vCPUs, Intel
Xeon processor, and 2.60 GHz Clock
Speed. The cost per second for a classifi-
cation task on P4000 has been previously
calculated as $0.000142. Therefore,
according to Equation 3, the total cost
of each classifier can be determined as
follows: C(x, P4000) = $0.000142 mul-
tiplied by Tx,i, where Tx,i indicates the
total detection time for classifier x run-
ning on instance i. Although we wrote all
of the classifiers in Python 3.8, we opted
to use Java 18 for the PDS framework as
it significantly improved the running time
and resulted in faster performance. We
also visualized the PDS framework results
using “InfluxDB”4, a high-performance,
open-source, distributed, and scalable
time-series database designed to han-
dle high volumes of time-stamped data.

3https://www.nvidia.com/en-us/design-visuali
zation/quadro/

4https://www.influxdata.com/

InfluxDB is widely used for real-time
monitoring and provides a comprehen-
sive set of tools for data visualization
and analysis, making it easy to create
real-time dashboards and reports.

4.5 Profit

The ultimate metric employed to eval-
uate the performance of distinct classi-
fiers is profit. The computation of profit
within the PDS framework is carried
out using Equation 6. The calculation
of costs was elucidated in the previous
section. In terms of revenue assessment,
the same configuration and features used
for verifying null cases were adopted. This
process is comprehensively explained in
Section 3.3.2. As a quick reminder, the
revenue earned per advertisement view
is determined by “Google AdSense” at
a rate of $0.0086 per user view for the
“North America region”. More specifi-
cally, within the “People and Society”
content category. The total revenue is
calculated using Equation 5.

5 Experimental Results

Individually, every classifier was
employed as the toxicity detector within
the simulation’s detector thread to
exhibit its real-time performance within
scaled environments. These environments
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encompassed scenarios with 10,000 users
over the span of one week, incorporating
varying degrees of toxicity. The out-
comes are condensed in Table 8 outlining
the profit achieved by each classifier in
distinct environmental conditions.

The results show that in a low-toxic
environment, the model with the highest
throughput is the most profitable solu-
tion. A CNNv2 with 91.47% accuracy,
70.98% F1-score and 12550 throughput
produces $402,046 profit while a CNNv1

with 92.06% accuracy, and 72.33% pro-
duces $343,759 profit. Although BERTv1

is the most accurate model, it could
not be the most profitable in this sit-
uation. Moreover, the profits produced
by BERTv1 ($341,727) are very close to
those produced by CNNv1 ($343,759),
while their throughputs are very differ-
ent. Even though DistilRoBERTav2 has
a higher throughput (115) than other
RoBERTa variants, it achieves the lowest
profit ($88,796) among all models due to
its low accuracy (89.76%).

Under moderately toxic conditions,
CNNv1 generated the highest profit
of $70,807 outperforming other models.
There are other classifiers, such as CNN-
fastTextv1, that exhibit higher accuracy,
AUC, F1-score, and throughput when
compared to CNNv1. However, despite
their superior performance, they were
unable to generate higher profits. It is
interesting to note that neither the model
with the highest throughput nor the
most accurate model made the most
profit in this environment. Similar to the
low-toxic environment, DistilRoBERTav2

makes the lowest profit. In the medium-
toxicity environment, the mix of toxic and
nontoxic content is roughly even, creat-
ing a regime where classification accuracy
has a larger marginal effect on user reten-
tion. As shown in Figure 8, the dominant

reason for user departure in this environ-
ment shifts toward toxic posts reaching
users, rather than blocked posts. CNNv1 ,
with its higher accuracy and F1-score,
catches more toxic content before users
are exposed to it, retaining users longer
and generating more revenue despite its
lower throughput. In contrast, in low- and
high-toxicity environments, throughput
plays a more dominant role: in low tox-
icity there is less toxic content to catch,
while in high toxicity the volume is so
large that even accurate classifiers can-
not prevent most users from eventually
leaving. The reasoning makes sense, given
that when a classifier underperforms in a
low-toxic environment, while having nei-
ther higher accuracy nor throughput than
others, it will likely underperform in a
medium or high-toxic environment.

As a result of a highly toxic environ-
ment, CNNv2 with the highest through-
put ranks first in terms of profit
($26,196). Next, it is followed by the most
accurate model (BERT-basev1) which
generates $24,143 profits. With a profit of
$22,201, CNNv1 takes third place. In line
with our expectations, DistilRoBERTav2

has the worst performance with a profit
of $15,162.

According to Figure 7, 36.05% of
users left low-toxic environments when
CNNv2 was applied, while 95.4% left by
DistilRoBERTav2 . The total percentage
of users left over the simulation varied
between 50% and 80% for other classi-
fiers. There is a sharp increase of 58% in
DistilRoBERTav2 , followed by a gradual
increase, while in other classifiers the rate
gradually increases from the beginning.
All classifiers encountered the maximum
number of left users in medium and high-
toxic environments. Compared to high-
toxic environments, medium-toxic envi-
ronments have a slower rate of user fall.
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Fig. 7 Users churn over the simulation time
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There are fewer left users in CNNv1 until
22000 seconds, but CNNv2 meets it and
shows fewer falls in the rest of the test.
CNNv2 keeps increasing very closely to
CNNv1 (90.55%) in a highly toxic envi-
ronment, but CNNv2 finally achieves the
lowest number (99.3%).

In addition, the number of users who
left the platform for different reasons
is also shown by Figure 8. The results
demonstrate that by applying CNNv2 in
low- and high-toxic environments, the
main reason that pushes users away from
the platform is a large number of blocked
posts, while in a medium-toxic environ-
ment, the main reason for leaving the
platform is a large number of toxic posts.
Moreover, applying RoBERTav2 in all
environments resulted in user churn due
to a large number of toxic posts.

Overall, the CNNv2 classifier outper-
formed the others in low and highly toxic
environments, but CNNv1 was the most
profitable classifier in the medium-toxic
environment. The study shows that CNN-
based models were the best candidates
under the tested assumptions and param-
eter settings for detecting toxic language
online.

6 Conclusion, Limitations
and Future Work

This study presented the Profit-Driven
Simulation (PDS) framework for evaluat-
ing toxicity detection models under real-
istic, real-time social media conditions.
Unlike traditional offline benchmarks,
PDS incorporates operational constraints
such as throughput, computational cost,
latency, and user engagement, enabling
deployment-oriented model assessment.

Experiments with eight classifiers
showed that no single model performs

optimally across all scenarios. High-
throughput models are better suited
to low- and high-toxicity environments,
while moderately accurate and effi-
cient models perform more effectively in
medium-toxicity settings. These results
emphasize the importance of context-
aware model selection beyond static accu-
racy metrics.

This study has several limitations.
The simulation results are based on a sin-
gle set of parameter settings, economic
assumptions, and hardware configuration
(Paperspace P4000); relative rankings
between classifiers may shift under dif-
ferent parameter values or on different
hardware, as architectures such as CNNs
and Transformers can benefit unevenly
from specialized inference infrastructure.
The profit model also uses a simplified
formulation, and no real-world deploy-
ment or external behavioral validation
has been performed. These limitations
should be considered when interpreting
the results.

Future work includes large-scale val-
idation using real-world social media
data, expanding the diversity of evalu-
ated models and datasets, and improv-
ing the efficiency of Transformer-based
approaches through optimization tech-
niques. The PDS framework can accom-
modate any classifier in the detection
thread, so evaluating large language mod-
els such as GPT and LLaMA is a natu-
ral direction for future work as efficient
inference techniques for these models con-
tinue to develop. Repeating simulation
runs across multiple independent seeds to
report confidence intervals and statisti-
cal comparisons, particularly where profit
differences between classifiers are small,
and validating the framework’s conclu-
sions across different hardware configu-
rations, are also important next steps.
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Fig. 8 The reasons for leaving a platform in different environments by applying detectors

Table 8 PDS framework results for different classifiers

Model Profit ($)
Low Medium High

CNNv1 343,759 70,807 22,201
CNN fastTextv1 311,540 47,186 19,243
BERT basev1 341,727 46,678 24,143
RoBERTav1 312,819 48,000 18,667

CNNv2 402,046 63,123 26,196
CNN fastTextv2 282,555 39,945 18,371
BERT Tinyv2 279,594 37,016 16,783

DistilRoBERTav2 88,796 23,017 15,162

Finally, integrating fairness considera-
tions and assessing long-term impacts on
user trust remain essential for responsible
and sustainable deployment.
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Table 9 Characteristics of 24 Smaller BERT Models (English only, Uncased, Trained with
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Appendix A

Table 9 illustrates detailed information
about the BERT miniatures and their
characteristics.
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parison of Deep Learning Models
and Various Text Pre-Processing
Techniques for the Toxic Com-
ments Classification. Applied Sci-
ences 10(23), 8631 (2020) https://
doi.org/10.3390/app10238631 .
Number: 23. Accessed 2021-10-02

[6] Jigsaw, G.: Jigsaw Toxic Comment
Classification Challenge (2017). http
s://kaggle.com/competitions/jigsaw
-toxic-comment-classif ication-chall
enge Accessed 2022-04-26

[7] Yan, R., Li, Y., Li, D., Wang,
Y., Zhu, Y., Wu, W.: A Stochastic

31

https://www.pewresearch.org/internet/2021/01/13/the-state-of-online-harassment/
https://www.pewresearch.org/internet/2021/01/13/the-state-of-online-harassment/
https://www.pewresearch.org/internet/2021/01/13/the-state-of-online-harassment/
https://doi.org/10.1016/j.ipm.2021.102643
https://doi.org/10.1016/j.ipm.2021.102643
https://doi.org/10.1016/j.ipm.2025.104079
https://doi.org/10.1016/j.ipm.2025.104079
https://doi.org/10.1007/s41060-026-01023-x
https://doi.org/10.1007/s41060-026-01023-x
https://doi.org/10.3390/app10238631
https://doi.org/10.3390/app10238631
https://kaggle.com/competitions/jigsaw-toxic-comment-classification-challenge
https://kaggle.com/competitions/jigsaw-toxic-comment-classification-challenge
https://kaggle.com/competitions/jigsaw-toxic-comment-classification-challenge
https://kaggle.com/competitions/jigsaw-toxic-comment-classification-challenge


Algorithm Based on Reverse Sam-
pling Technique to Fight Against
the Cyberbullying. ACM Transac-
tions on Knowledge Discovery from
Data 15(4), 1–22 (2021) https://do
i.org/10.1145/3441455 . Accessed
2023-08-25

[8] Beniwal, R., Maurya, A.: Toxic
Comment Classification Using
Hybrid Deep Learning Model.
(2021). https://doi.org/10.1007/97
8-981-15-8677-4 38

[9] Hern, A.: Social network giants
pledge to tackle abuse of women
online. The Guardian (2021). Chap.
Society

[10] Jo Dixon, S.: Biggest social media
platforms by users 2025. Publication
Title: Statista (2025). https://www.
statista.com/statistics/272014/glo
bal-social-networks-ranked-by-num
ber-of-users/ Accessed 2025-04-12

[11] Wu, X.-K., Zhao, T.-F., Lu, L.,
Chen, W.-N.: Predicting the Hate: A
GSTM Model based on COVID-19
Hate Speech Datasets. Information
Processing & Management 59(4),
102998 (2022) https://doi.org/10.1
016/j.ipm.2022.102998 . Accessed
2025-04-12

[12] Jo Dixon, S.: Social media - statistics
& facts. Publication Title: Statista
(2024). https://www.statista.com
/topics/1164/social-networks/?u
tm source=chatgpt.com Accessed
2025-04-12

[13] Patel, J.: An Effective and Scalable
Data Modeling for Enterprise Big
Data Platform. In: 2019 IEEE Inter-
national Conference on Big Data

(Big Data), pp. 2691–2697. IEEE,
Los Angeles, CA, USA (2019). https:
//doi.org/10.1109/BigData47090.2
019.9005614

[14] Fortuna, P., Nunes, S.: A Survey on
Automatic Detection of Hate Speech
in Text. ACM Computing Surveys
51(4), 85–18530 (2018) https://do
i.org/10.1145/3232676 . Accessed
2023-03-29

[15] Sheth, A., Shalin, V.L., Kursuncu,
U.: Defining and detecting toxicity
on social media: context and knowl-
edge are key. Neurocomputing 490,
312–318 (2022) https://doi.org/
10.1016/j.neucom.2021.11.095 .
Accessed 2026-08-18

[16] Kirkpatrick, D.: Google: 53% of
mobile users abandon sites that take
over 3 seconds to load. Publication
Title: Marketing Dive (2016)

[17] Urbaniak, R., Ptaszyński, M., Temp-
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